In recent years, many business enterprises and government organizations have come under attack by
hackers, and suffered from significant economic losses and leaks in confidential information. In some cases,

these hackers can even pose threats to national security. Attackers employ advance evasion techniques

and exploit 0-day vulnerabilities to circumvent even elaborated multi-layer network protection and traffic

filtering established by security devices, targeting to steal critical information assets and destroy enterprise
IT infrastructures. These advanced network attacks carried out persistently on a specific target are known as
Advanced Persistent Threat (APT) attacks. APT attacks are targeted attacks that primarily aim at high value
targets such as finance, health care, energy, and transportation entities.

The Huawei FireHunter6000 series of sandbox products is a new-generation, high-performance APT
detection system that can accurately identify malicious files and malicious external Command & Control (C&C)
connections. FireHunter6000 series products are designed to work in conjunction with next generation
firewalls (NGFWs), analyzing the extracted suspicious files in a virtualized environment to identify viruses
and unknown malicious attacks. Huawei FireHunter6000 series products can analyze and collect static and
dynamic behavior of advanced malware through reputation-based scanning, real-time behavior analysis,
and threat intelligence update from the cloud. With the unique Huawei ADE threat detection engine, the
FireHunter6000 series and NGFW can detect, block, and report suspicious traffic, effectively preventing the

spread of unknown threats and loss of core enterprise information assets.

Product Appearance

Huawei FireHunter6000 series sandbox




Product Features

Inspection of over 50 File Types for Comprehensive Detection of Unknown Malware

» Comprehensive traffic restoration and detection
The FireHunter6000 is capable of identifying all major file transfer protocols, such as HTTP, SMTP, POP3,
IMAP, FTP and SMB, and detecting malicious files transmitted using these protocols.

+ Detection of major file types
The FireHunter6000 can detect malicious code in major application software and over 50 file types,
including PE, PDF, Web, Office, images, scripts, SWF, and COM.

Multi-layer In-Depth Detection with 99.5% Accuracy or above

+ Simulating multiple software operating environments and operating systems
The FireHunter6000 provides heuristic detection for PE, PDF, and Web files, and virtual execution
environment. The virtualized execution environment supports various versions of Windows operating
systems, browsers, and office software.

« Combined static and dynamic detection
Static detection analyzes code snippets, abnormal file formats and malicious behavior in scripts to pinpoint
suspicious traffic. This is combined with dynamic detection which monitors the instruction stream, identifies
files and server operations and provides correlation analysis to determine traffic legitimacy.

« Advanced anti-evasion

Numerous anti-evasion technologies prevent malware from staying stealth and evading detection.
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Huawei advanced threat detection engine ADE

Detection and Rapid Blocking of Malware in seconds
 Industry-leading performance
Scalable sandbox throughput by deploying multiple FireHunter sandboxes in clusters.
* Real-time processing
Provide threat detection and response time in seconds.
 Detailed threat reports aid in O&M and decision-making
Detailed reports include results of file inspection, relevant session information, abnormal file formats and
behavior, abnormal network communication, and behavior of the virtual execution environment, network

and host.



Product Deployment

« Deploy in conjunction with NGFW/NGIPS devices
NGFW/NGIPS devices reassemble files, decrypted (SSL) if necessary and send them to the sandbox for
inspection.

Interworking with Firewall/IPS

Detection result

« Single-node deployment

Traffic is mirrored onto the sandbox to be reassembled and inspected.

Standalone Deployment

Switch Traffic mirroring FireHunter6000




Typical Applications

« At the egress of the Internet: To defend against attacks originated from the Internet, such as malicious
email and web traffic.

« Branch access border: To prevent the spread of malicious files and unknown threats from external
networks to other branches.

« At the boundary of the data center: To protect core assets by detecting attacks, malicious scanning,
penetration, and other threats in the intranet.

« At the boundaries of departments: To prevent the spread of suspicious files in the intranet.
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Product Specifications

Model FireHunter6200 FireHunter6300

Performance 1Gbps 2Gbps

File Detection 50,000 files/day 100,000 files/day

T Data disk: 2TB*2, RAID1; Data disk: 2TB*4, RAID10;
System disk: 2TB*2, RAID1 System disk: 2TB*2, RAID1

Height 2U

Power source Dual power redundancy

8 X GE electrical ports (1 Gigabit management port, 3 Gigabit spare ports, and 4
Fixed port Gigabit listening ports)
2 x 10GE optical ports (optional)

Major Functions

Category Description Detailed Description

Supported operatin Simulation of multiple types of operating systems,
PP P J Windows XP, Windows 7/10 ) . .p Yp P i 9 y
systems dynamic detection in a virtual execution environment




Protocols supported in

traffic restoration

Restoration of traffic of

multiple protocols

Restoration of HTTP, SMTP, POP3, IMAP, and FTP
traffic

File types supported in
detection

Compressed files

GZ, RAR, CAB, 7ZIP, TAR, BZ2, and ZIP files

PE

EXE, DLL, and SYS files (detection of 32-bit PE files
not supported)

Office 97 to Office 2003

DOC, XLS, and PPT files

Office 2007 and later

DOCM, DOTX, and DOTM files
XMSM, XMTX, XLTM, and XLAM files
PPTM, POTX, POTM, PPSX, PPSM, and PPAM files

RTF RTF files

Image JPG, JPEG, PNG, TIF, GIF, and BMP files
WPS WPS, DT, and DPS files

Web page HTM, HTML, and JS files

Video SWF files

Java JAR and CLASS files

PDF PDF files

Python PY, PYC, and PYO files

Executable scripts

CMD, BAT, VBS, VBE, RUBY, PS1, and PY files

Built-in antivirus

Built-in antivirus function supports the detection of CHM, ASP, PHP, COM, and ELF

detection files, in addition to the preceding file types.

C&C malicious server DGA domain name detection algorithm-based
C&C anomaly . ) o ‘

] external connection detection of random malicious domain names for

detection . .

detection C&C external connections

Output of detailed malicious file detection reports that contain the file detection
Report output

details, threat behavior category, and dynamic behavior analysis

Machine-readable 10C

threat intelligence

Dimensions, Power Supply, and Operating Environment

Dimensions (HxWxD)

Output of abundant machine-readable indicators of compromise (I0C) for

intelligence sharing between northbound and southbound interfaces

86.1mm (2 U)x447mmx748mm

Weight

Net weight: 28 kg

Packing material weight: 5 kg (11.03 Ib)

Two hot-swappable power modules for 1+1 redundancy
Rated power (AC): 750 W

Rated input voltage (AC): 100 V to 240 V

Two hot-swappable power modules for 1+1 redundancy

Rated power (DC): 800 W
Rated input voltage (DQ): -36 V to -75 V

AC power supply

DC power supply
(Only for
FireHunter6300)
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Working temperature

Operating temperature: 5°C to 45°C (41°F to 113°F)
Storage temperature: -40°C to +65°C (-40°F to +149°F)
Hourly temperature change: less than 20°C (36°F)

Elevation

When the altitude is between 900 m and 3000 m, the operating temperature

reduces by 1°C for every 300 m rise in altitude (if other conditions are the same).

Ambient humidity

Operating humidity: 8% RH to 90% RH (non-condensing)
Storage humidity: 5% RH to 95% RH (non-condensing)
Hourly humidity change: less than 20% RH

Ordering Information

Description

FireHunter6200-AC

FireHunter6200 AC Typical Configuration(2*750 AC PSU, Static Rail Kit)

FireHunter6300-AC

FireHunter6300 AC Typical Configuration(2*750 AC PSU, Static Rail Kit)

FireHunter6300-DC

Interface

CN21ITGAA13

FireHunter6300 DC Typical Configuration(2*800W DC PSU, Static Rail Kit)

Ethernet Adapter, 10Gb Optical Interface(Intel 82599), 2-Port, SFP+(without
Optical Transceiver), PCle 2.0 x8

License

FH6200-LIC-1AV-1Y

One-year single-engine antivirus library update license of FireHunter6200 @

FH6200-LIC-1AV-3Y

Three-year single-engine antivirus library update license of FireHunter6200

FH6200-LIC-TML-1Y

One-year threat model library update license of FireHunter6200

FH6200-LIC-TML-3Y

Three-year threat model library update license of FireHunter6200

FH6000-LIC-1AV-1Y

One-year single-engine antivirus library update license of FireHunter6300

FH6000-LIC-1AV-3Y

Three-year single-engine antivirus library update license of FireHunter6300

FH6000-LIC-TML-1Y

One-year threat model library update license of FireHunter6300

FH6000-LIC-TML-3Y

Three-year threat model library update license of FireHunter6300

Note: This product ordering list is for reference only. For product subscription, please consult Huawei representatives.

About This Publication

This publication is for reference only and does not constitute any commitments or guarantees. All trademarks, pictures,
logos, and brands mentioned in this document are the property of Huawei Technologies Co., Ltd. or a third party.

Copyright©2017 Huawei Technologies Co., Ltd. All rights reserved.
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