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Huawei eSight Network
Full Product Datasheet

Product Overview

With the development of enterprise network applications and the expansion of network scale, a large number of
routers, gateways, and wireless local area network (WLAN) devices are used on enterprise campus and branch
networks. Enterprises must provide multiple mobile offices, rather than a fixed location, for their employees, and
support diversified services, complicating network management. They urgently need a unified network management
system to improve efficiency and ensure normal operation of enterprise services.

Huawei eSight Network is based on the following concepts: topology-centric, simplified management, and improved
operation and maintenance (O&M) efficiency. Network administrators can gain an overall understanding of the network
status by viewing the topology. eSight Network not only provides basic network management capabilities (alarm,
topology, performance, and configuration) but also proactive warnings of potential network faults. In addition, eSight
Network provides abundant fault location methods to help administrators effectively locate and rectify faults. eSight
Network provides an all-round, open, and unified management platform, and various service components, to implement
unified management of devices, services, and applications.

Product Features

Ease to Use

» User-friendly Graphical User Interface (GUI) and smooth operations
+ Active monitoring and visible O&M

» Mobile O&M, agile and open

Unified Management
« Multi-type device management

Smart O&M

» Plug-and-play

+ Automatic network quality sensing
 Full lifecycle management
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Product Components

eSight Network provides a unified O&M platform and specific components to meet enterprise user requirements.

Component ‘ Description

, Provides NMSs of the compact, standard, and professional editions for enterprise users.
eSight Network Management - ) ]
Supports unified management of devices from various types, topology management, fault

Platform )
management, performance management, and user right management.
Manages network devices from multiple types.
_ ) Provides the IP topology and link management functions for monitoring the network
eSight Network Device i )
topology and changes in real time.
Manager

Provides the smart configuration tool, configuration file management, and device software
management to update configuration files and software versions.

Analyzes report data from multiple dimensions and allows users to flexibly drag required
eSight Network Agile Reporter | content to be contained in reports, implementing complex query from Big Data.
Displays reports in an easy-to-understand manner.

Provides Simple Network Management Protocol (SNMP), RESTful Open APls, and File

eSight Network Open SDK ) ) ) )
Transfer Protocol (FTP) interfaces to integrate with third-party systems.

Implements visible monitoring on network quality by combining the following methods:
simulation flow-based and real service flow-based network quality detection.

Monitors network quality using simulation flows by integrating with devices' Network
Quality Analysis (NQA) function to diagnose and measure link performance between
network devices 24x7 and displays Quality of Service (QoS) statistics. eSight Network
notifies administrators remotely when QoS reaches the threshold set by administrators.
eSight Network SLAManager | Administrators can use the quick diagnosis function to monitor link performance in real
time and diagnose faults, which improves management efficiency.

Implements network quality detection based on iPCA, which is the industry's first multiple-
input-multiple-output quality measurement technology and solves the N” connection
problem in traditional point-to-point quality measurement technologies. iPCA technology
uses the enhanced area-based packet conservation mechanism to monitor the quality on
a connectionless network and also provides accurate fault location capabilities.

Analyzes network traffic based on NetFlow, NetStream, and sFlow protocols. This helps
network administrators monitor traffic and bandwidth usage on enterprise campus

eSight Network Traffic _ ) ]

Analyzer egress and wireless campus networks, generate traffic analysis reports, and detect
network bottlenecks in a timely manner, providing evidence for network planning and fault
diagnosis.

Provides integrated management of wired and wireless networks.

Supports full lifecycle WLAN management, including visible planning (highly-efficient

WLAN planning with professional tools), fast service provisioning in three steps, active
eSight Network WLAN 0&M, all-round quality awareness regionally or globally.

Manager Provides search-centric E2E one-click fault diagnosis, interference source locating, and

spectrum analysis to implement highly efficient troubleshooting.
Provides position-based terminal location and northbound interfaces to achieve mutual
benefits from the wireless network.
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Component ‘ Description

Allows administrators to manage WLANSs using mobile terminals with the 360-degree
WLAN monitoring and fault diagnosis, and advertisement pushing apps. With eSight
eSight Mobile Manager Mobile,administrators can manage WLANs anytime, anywhere.

Provides open SDK to allow third parties to develop various industrial applications, building
awin-win ecosystem.

Automatically discovers IPSec VPN services on the hub-spoke and site-to-site networks
eSight Network IPSec VPN and provides all-round monitoring and diagnostic functions, including service alarm status
Manager monitoring, service topology, performance monitoring, service diagnosis, and historical
tunnelinformation display.

eSight Network Secure Center | Provides unified security policy management functions for the firewalls.
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eSight Network
Management Platform

Product Overview

As the network scales and the number of enterprise network applications continues to grow, more devices are
deployed. Multiple service routers, security gateways, and wireless local area network (WLAN) access points (APs) are
used to implement communications and collaboration services in decentralized enterprise campus and branch office
networks. Enterprises are using an increasing number of core and access devices provided by multiple vendors. Each
device has its own management system, creating confusion for system and network administrators.

To alleviate the operational burden, Huawei has developed the eSight Network Management Platform, a unified network
management system that provides a comprehensive view and management of all network and system resources,
ensures network stability, and improves O&M efficiency.

The eSight Network Management Platform provides compact, standard, and professional editions for enterprise users.
It supports unified management of devices, topology management, fault management, performance management, and
user right management.

Features

eSight Network provides compact, standard, and professional editions for enterprise users.

Edition ‘ Functions

+ Basic network management capabilities: alarms, performance, topology
. management, Network Elements (NEs), logs, security management, maintenance
Compact edition )

tools, database backup tool, and fault collection tool.

- Applies to monitoring on small-scale networks management with 40 NEs.

+ Basic network management capabilities: alarms, performance, topology
management, Network Elements (NEs), logs, security management, maintenance
tools, database backup tool, and fault collection tool.

Standard edition ) ] )
« Supports service components that can be installed due to service needs.

Provides all-around network management functions that address most network
management needs of 5000 NEs.

« All functions of the standard edition.
High Availability (HA).
A single NMS of the professional edition applies to large-scale network

Professional edition

management with up to 20,000 NEs.
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eSight Network provides rights-based, domain-based, and time-based authorization, and flexible network user

authentication methods.

« eSight Network enables refined management authorization by assigning different user names and passwords to
administrators and by controlling administrator management authority, management range, time range allowed to
login,and IP range allowed to log in.

- eSight Network supports Lightweight Directory Access Protocol (LDAP), RADIUS, and local authorization methods.

The comprehensive fault monitoring system enables real-time fault diagnosis and quick troubleshooting.

+ eSight Network provides unified monitoring of alarms on the entire network and informs maintenance personnel
of the alarms in the first instance through alarm sounds, remote alarm notification (email and SMS), and the alarm
panel, ensuring timely troubleshooting.

+ eSight Network supports alarm analysis and processing. eSight Network provides alarm locating functions to switch
to NEs, ports, and services, shield, suppress, and categorize alarms, analyze alarm correlation, redefine the alarm
severity, and maintain the experience library, improving troubleshooting accuracy and efficiency.

+ eSight Network supports customization for alarm shield, redefinition, and alarm sounds to meet specific
requirements in different scenarios.

- eSight Network provides correlation analysis for a large number of alarms to improve alarm effectiveness, and
centrally displays alarms to improve management efficiency.
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« Various device discovery methods: eSight Network can discover devices automatically, separately, or in a batch.
The automatic device discovery model can add new devices periodically. eSight Network supports management of
devices with IPv6 addresses.

Simplified management on network topologies: eSight Network provides physical topologies and shows network
structure hierarchically. Administrators can view network resource alarm states and basic link information. eSight
Network also supports customization in the topology view.

+ eSight Network shows device, frame, board, subcard, port on panel, and port state, and allows administrators to
enable or disable ports.

Powerful performance management: eSight Network provides performance parameter management templates,
supports batch device performance monitoring, visual performance data view, and history date analysis.
Administrators can set different alarm severity and threshold levels and determine whether to send an alarm based
on the number of times that performance indexes exceed the threshold value, lowering report errors and improving
alarm accuracy.

- Group-based management: After a device is added to eSight Network, the device is automatically added to the group
based on the specified rules and is granted with policies in the group.

eSight Network displays key performance counters in portlets on the home page, and allows you to search for

required portlets by keyword.

+ The customized portal allows users to receive all information on the home page. eSight Network can also integrate
third-party software portals with the home page.

« Convenient resource searching on the entire network helps administrators quickly locate resources and access
corresponding services.
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B/S architecture supports multiple operating systems.

+ eSight Network uses Browser/Server (B/S) architecture, which does not require any client software. The server need
only be updated when the software updates.

+ The platform supports Windows and SUSE Linux operating systems and Oracle, and SQL Server databases.

Disaster Recovery (DR) protection ensures service continuity and system reliability.
+ eSight Network supports two-node clusters in hot standby mode.
+ eSight Network supports the Linux operating system.
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Configuration requirements for the eSight Network Management Platform (compact edition) are as follows:

Operating System

Windows Server
2012 R2 standard
(64 bits)

Server Configuration Requirement

CPU: 2 xdual-core 2 GHz or higher
Memory: 8 GB or higher

Disk space: 300 GB or higher
Database: Microsoft SQL Server 2012
standard

Minimum disk |0 speed greater than

100MB/s, recommanded 180MB/s above.

() noTE

PC servers are recommended.

Virtual machine Configuration Requirement

VMWare ESXI15.0/5.5. FusionSphere VIR5.
Hyper-V

CPU: 8 VvCPU 2 GHz or higher

Memory: 8 GB or higher

Disk space: 300 GB or higher

Database: Microsoft SQL Server 2012 standard
(O note

Determine the hardware specifications based on

the network scale and required components.

Configuration requirements for the eSight Network Management Platform (standard and professional editions) are as

follows:

Operating System

Windows Server
2012 R2 standard
(64 bits)

Server Configuration Requirement

CPU: 2 x hexa-core 2 GHz or higher
Memory: 32 GB or higher

Disk space: 600 GB or higher
Minimum disk |0 speed greater than

100MB/s, recommanded 180MB/s above.

Database: Microsoft SQL Server 2012
standard

(O noTe

PC servers are recommended.
Determine the hardware specifications
based on the network scale and required
components.

Virtual machine Configuration Requirement

VMWare ESX1 5.0/5.5. FusionSphere V1R5.
Hyper-V

CPU: 16 vCPU 2 GHz or higher

Memory: 32 GB or higher

Disk space: 600 GB or higher

Database: Microsoft SQL Server 2012 standard
(L] noTE

Determine the hardware specifications based on
the network scale and required components.

Novell SUSE Linux
Enterprise Server-
Multi-language-
Enterprise-12.0
SP2

CPU: 2 x hexa-core 2 GHz or higher
Memory: 32 GB

Disk space: 600 GB

Minimum disk |0 speed greater than

100MB/s, recommanded 180MB/s above.

Database: Oracle Database Standard
Edition 11g R2

(O noTE

PC servers are recommended.
Determine the hardware specifications
based on the network scale and required
components.

VMWare ESX|15.0/5.5. FusionSphere VIRb5.
Hyper-V

CPU: 16 vCPU 2 GHz or higher

Memory: 32 GB or higher

Disk space: 600 GB or higher

Database: Oracle Database Standard Edition 11g
R2

(O note

Determine the hardware specifications based on
the network scale and required components.
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Deployment Scenarios

The eSight Network does not have special requirements when managed devices are connected to the eSight Network

server and devices support the Simple Network Management Protocol (SNMP).
eSight Network compact edition applies to small- and medium-sized enterprises.

ﬁ eSight Compact Edition
T

eSight Network standard edition applies to medium- and large-sized enterprises.

ﬁ eSight Standard Edition
¥

eSight Network professional edition applies to ultra-large enterprises , management scale can be reached 20000

network element.

eSight Standard or

Professional Edition ﬁ eSight Professional Edition
L

@ eSight Standard or Professional Edition
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Ordering Information

Ordering information for eSight Network compact edition

Quantity Remarks
eSight Network Application Base-Compact 1 Mandatory for eSight Network Management
(includes 40 devices license) Platform

Ordering information for eSight Network standard edition

Quantity Remarks
eSight Network Management Platform- ] Mandatory for eSight Network Management
Standard Platform

Ordering information for eSight Network professional edition

Quantity Remarks

eSight Network Management Platform- Mandatory for eSight Network Management

Professional | Platform
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eSight Network Device
Manager

Product Overview

Manages network devices and provides the IP topology and link management functions for monitoring the network
topology and changes in real time.

Provides the smart configuration tool, configuration file management, and device software management to update
configuration files and software versions.

Features

eSight Network monitors terminals connected to the network devices to prevent unauthorized users from consuming

network resources.

« Terminal resource management: eSight Network provides comprehensive terminal access records, including MAC,
IP address, device name, and port number, helping administrators find the switch and port on the switch through
which a terminal is connected to the network. Administrators can configure the authorized terminal IP address, MAC
address, and PORT-IP, PORT-MAC, and IP-MAC matching rules. When a terminal accesses the network illegally, eSight
Network sends emails and records comprehensive information about the illegal terminal, providing the basis for
audits of illegal users.

eSight Network supports wired and wireless convergence management.

« Unified configuration for wired and wireless services: eSight Network supports the unified configuration of wired
and wireless services based on the service matrix (including resource groups and service profiles), improving
configuration efficiency. When a device goes online, the device is automatically added to the specified resource group
and is granted with the corresponding policies. Plug-and-play is therefore implemented.

=+ Create (& Deploy [E Delete on Device Side X Delete on eSight Side [ View Deployment Details
Profile  Ap System Profile AP Port Profile 26 Radio Profile 5G Radio Profile VAP Profile NAC Profile
Group name
& AP Group of Visitor @ visitorSystemProfile @ vistorWiredportProfile @ visitor-20MHZ © vistor-5g-80MHz O visitorVapProfile
&8 AP Group of BYOD O byodSystemProfile O byodWiredportProfile © byod-5g-80MHz @ byodVapProfile
&8 AP Group of RD @ rddsystemProfile @ rdwiredportProfile @ rd-20MHZ © 1d-5g-80MHz © rdvapProfile

@ Port Group of Access ® wireless-nac-profile
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Unified management on wired and wireless users: eSight Network monitors wired and wireless users in a unified

manner. When associated with WLAN Manager, eSight Network can quickly rectify faults on wireless users.

P2 Sicht

User Name:
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admin-107

20

Home

Totdl records:107 ¢

Monitor  Resource
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Business  Configuration
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Authenticated
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Avthenticated

Report
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Wireess ap-d studerts Zdays3hoursdminutes3Tseconds  [¥]

Display of wired and wireless devices on one panel: Based on super virtual fabric (SVF) technology, eSight Network

manages multiple access and aggregation switches as one switch. Information about access switches, APs, and

users is displayed on one panel.
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Simple and convenient daily maintenance operations and lower technical requirements improve work efficiency.

- Intelligent configuration: eSight Network is preconfigured with multiple common service configuration templates.

Users can select an appropriate template to perform the same configurations on devices in a batch or use a file to

perform configurations on groups of devices in a batch.
« Configuration file management: Configuration files for multiple devices can be backed up, compared, and

restored. The backup function includes immediate backup and periodic backups, and backups triggered by device
configuration changes. When the device configuration changes, eSight Network can trigger alarms and send alarm

notification through email.
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« MIB management: eSight Network provides Management Information Base (MIB) compilation,

Get, GetNext, Walk, and TableView operations.
« Supports device software upgrade and management.

« Compliance check: eSight Network supports to create, delete, modify and view the compliance check tasks.The tasks

loading functions and

can be executed immediately and periodically.When compliance check fails, eSight Network can trigger alarms.

eSight Network supports unified VLAN resource management.

eSight Network allows administrators to create and delete VLAN resources, deliver VLAN configurations, view resources

in the VLAN topology, and collect VLAN statistics on the entire network.

+ VLAN resource management: eSight Network displays VLAN resources on the entire network. Administrators can
add, delete, and modify VLANSs, and view devices and interfaces whose packets can pass through the specified VLAN.
When administrators delete a VLAN, eSight Network can display all devices and interfaces related to the VLAN to

prevent misoperation.

+ VLAN device management: eSight Network allows administrators to perform interface and VLAN configurations for
multiple devices in a batch and can quickly switch to the NE manager. Administrators can view, add, and modify VLAN

information on the device panel of the NE manager and can also configure voice VLANSs.

- Visible VLAN topology: eSight Network can filter device and link information based on the VLAN. Administrators can
add or remove multiple devices and links to a VLAN. eSight Network can also filter MSTP loop prevention flags based

on the VLAN.
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Operating Environment

eSight Network Device Manager is installed on the same server as eSight Network Management Platform standard or

professional edition; therefore, the operating environment configuration requirements are the same.

Deployment Scenarios

Deployment scenarios for eSight Network Device Manager are the same as those for eSight Network Management

Platform.
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Ordering information for eSight Network standard edition
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ltem Quantity ‘ Remarks
eSight Network Management Platform- 1 Mandatory for eSight Network Management
Standard Platform
eSight Network Device Manager(includes 60 ) ]
- ] 1 Mandatory for eSight Network Device Manager
devices license)
eSight Network Standard NMS License (for 25 ] ) ) )
) ) Optional One license manages 25 incremental devices.
incremental devices)
eSight Network Standard NMS License (for 50 ] ) ) )
) ) Optional One license manages 50 incremental devices.
incremental devices)
eSight Network Standard NMS License (for 100 ) ) ) )
) ) Optional One license manages 100 incremental devices.
incremental devices)
eSight Network Standard NMS License (for 200 ) ) ) )
) ) Optional One license manages 200 incremental devices.
incremental devices)
eSight Network Standard NMS License (for 300 ) ) ) )
) ; Optional One license manages 300 incremental devices.
incremental devices)
eSight Network Standard NMS License (for 500 _ _ _ .
) : Optional One license manages 500 incremental devices.
incremental devices)
eSight Network Standard NMS License (for ) One license manages 1,000 incremental
) ] Optional )
1,000 incremental devices) devices.
Ordering information for eSight Network professional edition
[tem Quantity ‘ Remarks
eSight Network Management Platform- 1 Mandatory for eSight Network Management
Professional Platform
eSight Network Device Manager(includes 60 ) _
i _ 1 Mandatory for eSight Network Device Manager
devices license)
eSight Network Professional NMS License (for ) ) ) )
) : Optional One license manages 50 incremental devices.
50 incremental devices)
eSight Network Professional NMS License (for ) ) ) )
} ) Optional One license manages 100 incremental devices.
100 incremental devices)
eSight Network Professional NMS License (for ) ) ) )
) ) Optional One license manages 200 incremental devices.
200 incremental devices)
eSight Network Professional NMS License (for ) ) ) )
) ] Optional One license manages 300 incremental devices.
300 incremental devices)
eSight Network Professional NMS License (for ) ) ) )
) ) Optional One license manages 500 incremental devices.
500 incremental devices)
eSight Network Professional NMS License (for Ooti [ One license manages 1,000 incremental
ptiona

1,000 incremental devices)

devices.
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eSight Network Agile
Reporter

Product Overview

Huawei eSight Network Agile Reporter analyzes report data from multiple dimensions and allows users to flexibly drag
required content to be contained in reports, implementing complex query from Big Data. It displays reports in an easy-
to-understand manner.

Features

eSight Network quickly generates reports in drag-and-drop mode, meeting requirements in specific scenarios.
« Measurement counters of various dimensions are predefined on eSight Network. Users can drag them to the
corresponding lines or columns based on actual needs to generate customized reports.
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- eSight Network supports data update in real time. It updates the query results in real time based on selected search criteria.
« Users can create, delete, edit, and execute scheduled reports.

eSight Network displays abundant data and provides data analysis capability to meet statistics requirements.
« Supports functions such as sorting, filtering, classification, and slicing, without secondary processing of Excel.
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Day ¥ Drag and drop the fields from Available Fields onto the area to create a fiter. Learn More ) |
Hour
Minute
© Area Year Month Day Hour Minte  Category  Type Name Interface Description |JWVAVG Receiving Avg Sending =
B —— rate(bytesis) rate(bytesis)
Edit Column Name
& Device Manufacturer o AR12 010/ 0.00 000
Manutacturer . MSRal  Configure Header Background Color (- 000 000
© Device Category 2011 | Merge > jeto 000 000
Category swich 59312 000 000
© DeviceTye 1 Filtr.
Type Route A2 FreroyTopn. ao0 oo
‘
© Interface 45 MRS o0 oo
@) uien 2011 000 000
Intertace Description (3) 9312 snow subtotals 000 000
" oue AR12 000 000
& Measures wsral  Hvperlink 000 000
© Default Measures o
& Avy Oulbound bandwidl e 2911 | Remove from Report 000 000
] T ) 000 000
S mdum s e ez 000 000
el - WSR3 > Jetorn 000 000
o fm Recebvng raoyeel e 2011 esighiuser 13758241 GigabitEhemeto/1 000 000
e oo et o o312 S9312152NAS  GigabitTthemet7/0/1D 000 000
SIS AR1220V  AR167aa111 GigabitEthemet0/0/t 000 000
W Avg Sending rate(bytesls) Route
. MSR3020  MSR30-20 GigabitEthemeto/1 000 000
W Max Sending rate(bytes’s) uien 2011 csightuscr.137.59.241  GigabitEthometo/t 000 000
W Viax Sending rate happen: so312 S9312-152NAS  GigabitEmhemet7/08 000 000
W Avg Inbound banawidth us oue AR1220V AR1673a111 GigabitEthemet0/0/t 000 000
W Max Inbound bandwidih u - MERID20  MSR20 20 GigabitEthomoto/t 000 000
W Max Inbound bandwidih u 2011 esiohfuser 137 58 241  GiaabitFhemel/1 00n 000 e




Huawei eSight Network Full Product Datasheet | 16

+ Supports year-on-year and month-on-month data comparison to accurately evaluate the service change trend.

S Sight Home  Monitor Resource Business  Configuration ~ Reports  System  Quickstart 12 Qo @2 Oo @0 @10 admn B> O &2 {
Welcome | OLAP Report (1) X wIRRER
Available Fields - ® | S s | 2 ¥ AdoReresn
DataSource: Interface Statistics(23) ~
Row Catogor X) (T ) (varns ) (nletace Doscil_ X
o [(cutegary s |
- counn|(Year )(Montn x)(0ay X |
© Dimensions
Ejes @ weaswes  |(Aug Reseiing 2. %) (Avg Sendng at._%) |
Year
Montn
D -
Y Used Filters: | Interface Description in. x
Hour
Minute
B Area Category Type Name Interface Description “Year -
Layero
B Device Manufacturer oaty
Manufacurer vay
 Device Category 2018
Category 5
& Device Ty ® &
Type . -
o e < AwgRecening  AvgSendng  AwRecebing | AwSending
Name (1) J ) J )
e TE) Roue  ARI220V  AR167aatli GigabiEtemetdit 3841594 89,4460 163,146.84 406411.80
© Measures
S vetaut Measures
8 Avg Outbound bandwidih
8 Max Outpound bandwidin
8 Max Outbound bancwidtn
W Avg Receiving rate(bytesk
\g rate(bytes/
& Avg inbound bandwidth us
S MaxInbound bandwidth
8 Max nbouna banawiam -
‘ ,
. N - Your reportis ready. Rows: 1 Columns: 4
I

- Supports visible real-time monitoring and multiple display modes, including the line chart, bar chart, and pie chart.

eSight Network dynamically displays multi-dimensional data to facilitate quick data analysis.

- Supports details statistics, Top N sorting, threshold setting, and table-chart conversion.

« Supports space dimensions including NE, subnet, and region, and links, cards, APs, SSIDs, and radios.

« Supports comprehensive report statistics, such as interface information statistics (interface status, interface
traffic, and interface performance), device resource usage statistics (CPU and memory), and wireless resource usage
statistics (access users, AP traffic, AP rate, AP access failure, air interface usage, and AP radio frequency).

Operating Environment

eSight Network Agile Reporter is installed on the same server as eSight Network Management Platform standard or
professional edition; therefore, the operating environment configuration requirements are the same.

Deployment Scenarios

Deployment scenarios for eSight Network Agile Reporter are the same as those for eSight Network Management
Platform.

Ordering Information

ltem ‘ Quantity ‘ Remarks

eSight Network Management Platform-

Standard Or Mandatory for eSight Network Management
eSight Network Management Platform- Platform

Professional

eSight Network Device Manager(includes 60

- ] 1 Mandatory for eSight Network Device Manager
devices license)

eSight Network Agile Reporter 1 Mandatory for eSight Network Agile Reporter
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eSight Network SLA
Manager

Product Overview

Currently, most IP networks use coarse-grained bandwidth management polices and do not have quality monitoring

or guarantee mechanisms. Therefore, IP networks provide only connectivity and cannot ensure good user experience.
Users often experience service quality issues such as video pixelation, fuzzy voice, slow network access, and slow
response of cloud desktop. However, the networks and network administrators are unaware of these issues because
there is no system to monitor service quality on the entire network. Administrators try to locate network problems only
after receiving complaints from users. However, it often takes a long time to locate and solve a problem due to lack of
real-time monitoring mechanisms and effective problem location methods. This problem location process is inefficient
and severely affects user experience.

Huawei eSight Network SLA Manager implements visible monitoring on network quality by combining the following
methods: simulation flow-based and real service flow-based network quality detection.

Huawei eSight Network SLA Manager monitors network quality using simulation flows by integrating with the devices'
NQA function to diagnose and measure link performance between network devices 24 hours a day and displays QoS
statistics. Administrators can set the QoS threshold, and eSight Network notifies administrators remotely when QoS
reaches the threshold. Administrators can use the quick diagnosis function to monitor link performance in real time
and diagnose faults, which improves management efficiency.

Huawei eSight Network SLA Manager implements network quality detection based on iPCA, which is the industry's first
multiple-input-multiple-output quality measurement technology and solves the N2 connection problem in traditional
point-to-point quality measurement technologies. iPCA technology uses the enhanced area-based packet conservation
mechanism to monitor the quality on a connectionless network and also provides accurate fault location capabilities.

Features

The network quality emulation test helps users discover network quality problems in advance.

+ Service-oriented SLA and easy operation simplify O&M needs. Users can create an SLA service to carry out E2E
network QoS monitoring and evaluate network and service QoS based on SLA compliance. eSight Network has more
than 20 SLA service configuration items for video, audio, and network applications, allowing customers to define SLA
services to meet their unique requirements.

22 SLA Management « Predefined -

. Al - - Al - Search
© SLA Management Srirs s

4 Create X Delete
Quick Start
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P
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P
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- eSight Network SLA Manager displays network QoS statistics and generates alarms in advance to ensure user
experience. After a user creates an SLA task, it will be executed periodically. QoS statistics are displayed based
on daily compliance. When QoS meets the threshold conditions, eSight Network notifies administrators remotely,
enabling administrators to diagnose faults in advance to ensure user experience.

22 SLA Management «
Task name: BGP/MPLS

© SLA Management Source device:

Task status: A hd

Quick Start
dcrate | Kodete | bstn | Mstop | [ ristorical Data
DashBoard
Status Task Name Service Name Task Description Daily Compliance ~ Compliance Rat... Alarm -

SLA Task Manageme... @ started BGP/MPLS(S3700-26TP-SI-AC... ICMIP/UDP Jitter s162% a2% [

-
) started BGP/MPLS(S3700-26TP-SL-AC... ICMP/UDP Jitter - s340% 758%
SLA View Managem... @ § @
-

@ stared BGP/MPLS(S3700-28T-ST-AC... ICMP/UDP Jitter 2675 2705

SLA Service Manage...

Quick Diagnosis

+ eSight Network SLA Manager provides a quick diagnosis function to narrow the fault scope and shorten fault
diagnosis time. The quick diagnosis function helps users locate faults by link segments, narrowing the fault scope.

= &
22 SLA Management | Task Baic Setings

© SLA Management UDP Jitter

= Source device: 1013759182

10.137.240.149

Quick Start

\ Test Case Settings
DashBoard

UDP Jitter More|
SLA Task Manageme...

SLA View Managen...

SLA Service Manage...

QUEXBETNIEE Interval for sending 100
packets (ms):

© Service Diagnosis - o

Max. TTLof apacket: 30

Quick Start Packet filling size (byte): 50 Packet filling content: eSightTest

Without searching o hd

Template Managem... A

Service Diagnosis

- Visible historical network data provides a basis for network optimization. In actual applications, QoS values indicate
services of different priorities. Different services on a same link can be compared, and the result shows whether QoS
on a network has taken effect and provides a basis for QoS policy adjustment.

- UDP Echo 5 Export™
Packet loss rate

Average RTD

Max. RTD

20 Number of timeouts

| A A

01:00 01:38 0216 02:55 0333 0411 04:50
[ BGP/MPLS(S3700-28TP-SI-AC-189 - 10.137.240.31) Max:8.32 Average:0.84 Min:0.0

eSight Network SLA Manager provides real-time QoS monitoring, multi-dimensional data analysis, and graphical
data display.

eSight Network uses the unified dashboard panel to vividly display QoS information, simplifying network management.
The dashboard displays and manages various QoS information in a centralized manner to administrators, informing
them of bandwidth usage and network exception information in real time. The QoS information includes top bandwidth
usage, top discarding rate, top Peak Information Rate (PIR), and top matching rate.

eSight Network supports network quality detection based on real service flows.
» Device- or link-level measurement
After iPCA is enabled for agile devices and links in batches, quality status of devices and links is clearly displayed in the

topology. When the device or link quality threshold is exceeded, an alarm is generated and reported to the administrator
in atimely manner.
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@ @ 2 @B O E X O 2 é &
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Users can further view real-time data on devices and links as well as packet loss in a port queue or on a port with the
specified MAC address.

( Lasthour ) Lastohours ) | Lastday ) Lastweek | Lastmonth ) Custom 03:30 - Export
e e
e —e —e —
[ 21002973 21826370 21894620
Ml Avg. backward packet loss rate 0.00% 0.00% 000%
I sackward packet loss. ° ° o
» Network-level measurement
Network-level measurement targets an area to implement visible monitoring on the area network quality.
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=] . — s
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T e = — T I —
13;7 775363 S9700-NJ-Trunk 59700-52-T: — L-Enp-a3
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Operating Environment

eSight Network SLA Manager is installed on the same server as eSight Network Management Platform standard or
professional edition; therefore, the operating environment configuration requirements are the same.

Deployment Scenarios

Deployment scenarios for eSight Network SLA Manager are the same as those for eSight Network Management
Platform. Source devices must be added to eSight Network, and the IP addresses of the source and destination devices
can be pinged.

Ordering Information

ltem ‘ Quantity ‘ Remarks

eSight Network Management Platform-
Standard Or Mandatory for eSight Network Management
eSight Network Management Platform- Platform

Professional

eSight Network Device Manager(includes 60 , ,
i . 1 Mandatory for eSight Network Device Manager
devices license)

eSight Network SLA Manager 1 Mandatory for eSight Network SLA Manager
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eSight Network Traffic
Analyzer

Product Overview

Fast and stable access speeds improve office work efficiency, while low access speeds can negatively affect
productivity. Administrators must determine which applications consume the most bandwidth and generate heavy
traffic, and which employees use these applications, and then change the network QoS policy and expand the network
when necessary.

eSight Network Traffic Analyzer (NTA) analyzes network traffic based on NetFlow, NetStream, and sFlow protocols. This
helps network administrators monitor traffic and bandwidth usage on enterprise campus egress and wireless campus
networks, generate traffic analysis reports, and detect network bottlenecks in a timely manner, providing evidence for
network planning and fault diagnosis.

Features

eSight Network Traffic Analyzer supports mainstream network traffic protocols, including NetStream, NetFlow, and

sFlow.
Figure 10-1 shows the customized dashboard that displays network status.
Customized dashboard

TopN Interface Traffic Ls] TopN Interface Utilization D
Intertace Inbound Speed O Speed O peed Intertace Inbound Utiization Outbound Utiization
GigabitEthemet0/0/(AR167) 539Kops 11.68Kbps 839pps 1823 pps GigabitEthemet70/20(S9300-152) 000% 0.00%
GigabitEthemet0/0I(AR167) 11.68Kops 523Kbps 1823 pps 817pps GigabitEthemet0I0/0(AR167) 000% 0.00%
GigabitEthemet7/0/20(S9300-152) 556Kops 10.71Kbps 868pps 1671pps GigabitEthemet7/0/18(S9300-152) 000% 0.00%
GigabitEthemet7/0/18(S9300-152) 1071 Kbps 556Kbps 1671pps 868pps GigabitEthemetI0/(AR167) 000% 0.00%
TopN Application Traffic 2] TopN Host Traffic 2]

W 192.168.33

W 19210125

W 192168.12
192125312

W 202108249171

W other

M tcp-app
M baidu

M netbios-dgm
W other
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+ Multiple dimensions: eSight Network Traffic Analyzer ranks the traffic on devices and interfaces, including interface
usage, application, host, session, and Differentiated Services Code Point (DSCP) traffic.

« Customization: eSight Network Traffic Analyzer allows users to customize the presented content, format, and
formatting style and supports partial traffic updates without changing the Graphical User Interface (GUI).

« The interface traffic and usage rankings display interface traffic statistics, including the incoming and outgoing rate
and incoming and outgoing data packets. Clicking an interface will reveal information about the traffic composition
at different times, in multiple dimensions, including the application, host, session, and DSCP.

Customized Traffic Applications and Group Network Traffic

Customization options for traffic applications and group network traffic, as follows:
« Customized applications

+ Customized DSCP group

+ Customized application group

» Customized IP address group or interface group

Customized Applications

eSight Network Traffic Analyzer components are recognized based on the protocol and port number, and hundreds of
standard applications and common Layer 4 applications are preset. Protocols and port numbers can also be added for
unknown applications, and network administrators can add applications as required. Users can customize applications
based on the specified protocol, port number, and IP address ranges.

Customized DSCP Group

DSCP group is a logical group, and users can create a group to differentiate DSCP composition. For example, in WAN QoS
monitoring, users can create a voice group (EF), a video group (AF31), and a group for the other DSCP; therefore, eSight
Network Traffic Analyzer can provide a reference for proper enterprise QoS bandwidth and key service bandwidth
planning.

Customized Application Group

Create application groups as required to obtain comprehensive information about specific applications. For example,
create an application group named Mail Service, and combine Lotus Notes, pop3, and SMTP applications into the group
to learn mail application traffic.

Customized IP Address Group or Interface Group

Users can consider the IP addresses or interfaces in a certain range as a whole to calculate traffic statistics. For
example, assume that an enterprise has two floors and the total enterprise traffic must be calculated. Simply combine
all switch interfaces on the two floors into an interface group and analyze the total traffic.

Monitoring Multi-dimensional Traffic with Simple Configuration

+ Overall network traffic analysis depends on high performance traffic analysis. Network administrators need only add
a monitoring interface and configure the traffic sampling ratio before monitoring and analyzing interface traffic from
multiple dimensions, including the following:

* Interface traffic analysis

* Application traffic analysis

* Source/Destination host traffic analysis

* DSCP traffic analysis

* Session traffic analysis

(1 noTE

Users can analyze traffic on the traffic trend diagram, which displays traffic and packets, respectively, on two
coordinates.
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+ eSight Network can work with Huawei devices to intelligently analyze bandwidth distribution of dynamic port
applications, such as common P2P applications BT and eMule, and other websites.

TOP Application Traffic Trend o -

Rate, Last 15 minutes

150Mbps

+ eSight Network can work with Huawei WLAN devices AC6005, AC6605 and ACU?2 to display application traffic
distribution of enterprise wireless campus networks and allow users to obtain the application development status in

different regions.

salraffic Monitor

Wired Dashboard
® Wired Network £
Interface

Wireless Network

soboe M\/

30Mbps

Obps
18:22 18:23

18:25 18:26 18:30 18:31 18:33 12:34 18:36
Application Traffic Packets Traffic Percentage
O hmp 7.326 GB 112.95 M 53.85%
O PPLive 1.68 GB 20.37 M 12.31%
O FTP 137 GB 40.66 M 10.00%
O Thunder 1.26 GB 384 M 9.23%
O BT 1.26 GB 33.88 M 9.23%
other 754.02 MB 2711 M 5.38%
total 13.68 GB 282.38 M 100.00%

Region >> All #  Application »> All #°

Export

Last 15 minutes  Lasthour  Last 6 hours

Last 24 hours

User-defined Time

Time range:2016-02-05 16:35 - 2016-02-05 16:50

TOP Application Traffic Trend

Rate, Last 15 minutes

o -

TOP AP Traffic Trend & -

Rate, Last 15 minutes

7.5Mbps SMbps
Flow Forensic
6Mbps W 4Mbps
4.5Mbps /\/\/\/\/\/ 3Mbps
3Mbps 2Mbps W
15Mbps. 1Mbps W
Obps Obps
16:35 16:39 16:43 16:35 16:39 16:43 16:47
Application Traffic Packets Traffic Percentage AP Name Traffic Packets Traffic Percentage
O HTTP_Ext 197.37 MB 152M O AP-10 87.88 MB 645.69 K 12.74%

- Device traffic analysis allows users to view the traffic trend and distribution of a single device. eSight Network
can identify applications transmitted by the device, source and destination hosts, DSCP traffic distribution, and
NetStream-enabled interface traffic on the device.
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[All interfaces] >> Interface GigabitEthemet7/0/20(56300-152) [ [Traffic Forensic]
Last 15 minutes Last hour Last 6 hours Last 24 hours Last7days  User-defined Time Time range: 204-05-05 03:10 - 2014-05-05 04:10
Overview -
Interface Traffic Trend "_
Rate, Last 1 hour
24Kbps
20Kbps
16Kbps
12Kbps {-
Bihps
akbps
Obps
o5 0320 0325 03 033 @ oeds 0350 s o400 [ 0410
Traffic Direction Maximize Minimize Average
W inbound 16.40 Kbps 0bps 5.29 Kbps
W outbound 2460 Kbps 0bps 1017 Kbps
TOP N Host - From #¥—  TOP N Host-To
Rate, Last 1 hour Rate, Last L hour
40Kbps 40Kbps
36kbps 36Kbps
32Kbps 32Kbps
Kbps 1 | s | | | |
24bps {- | i | - 2ates || | | | -
20kbps | 20Kbps
16Kbps | 16Kbps
12Kbps 12Kbps
Bkbps 8Kbps
4Kbps 4Kbps
Ub.qi, 0320 0330 03:40 03:50 0400 o410 w’ 03:20 0330 03:40 0350 04:00 0410
Source Host Traffic Packets Traffic Percentage Destination Host Traffic Packets Traffic Percentage
W 19210125 342MB 4378K 50.15% W 19216833 458 MB 5862K 67.16%
W 192125312 124MB 1587 18.18% W 19216812 224MB BETK 3288%
W 10192531 110MB 1408 1613% other 08 0 0.00%
W 202108249371 106MB 157K 15.54% total 683MB 873K
other 0B o 0.00%
total 553MB s13K TOP N Application - Out L
Rate, Last 1 hour
TOP N Application - In o
aid
Rate, Last 1 hour 2abps
20Kbps |
20Kbes | l
18Kbps 16Kbps
16Kbps
o
14Kbps 12Kbps
12Kbps 8Kbps
10Kbps i
BKbps Akbps
€Kbps obps
4Kbps | 03:20 0330 03:40 03:50 0400 0410
2Kbps
Obps =0 a0 o o w00 a0 Application Traffic Packets Traffic Percentage
W tcp-app 242MB 30.98K 52.84%
Application Traffic Packets Traffic Percentage W smtp 110 MB, 1408K 24.02%
W tep-app 226MB 2893K 100.00% M baidu 106 MB. 1357K 2314%
other 08B 0 0.00% other 0B 0 0.00%
total 226 MB 2893K total 458 MB 58.62K
TOP N Conversation - Total L
Rate, Last 1 hour
40Kbps
36Kbps
32Kbps
26Kbps ||
4Kbps A | 1 l i
20Kbps A
16Kbps E
12Kbps
BKbps
4Kbps
Obps
03:20 0330 03:40 03:50 04:00 0410
Conversation Traffic Packets Traffic Percentage
W 1921012510192.168.1.2 226 MB 2893K 33.14%
W 192101251019216833  120MB 15.36K 17.60%
W 1921253121019216833  L16MB 1485K 17.01%
W 101925311019216833  L16MB 1485K 17.01%
I 202.108.243.171 to 192.168. 104 MB 1331K 15.25%
other 0B o 0.00%
total 683 MB 873K
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Interface traffic analysis checks the traffic trend for a specified interface, time range, and incoming and outgoing traffic.
Based on interface traffic analysis, network administrators can identify the interfaces that are used most frequently on
the network to gain a comprehensive understanding of the entire network status. Administrators can detect interfaces
with abnormal traffic and locate faults before network performance is affected.

Application Traffic Analysis

Application traffic analysis checks the trend in application changes for a specified interface, time range, and incoming
and outgoing traffic. Administrators can locate the host that causes performance problems based on the source
ranking and destination hosts using a specific application.

Source/Destination Host Traffic Analysis

Source/destination host traffic analysis checks the trend in source/destination host bandwidth usage changes for a
specified interface, time range, and incoming and outgoing traffic. Based on source/destination host analysis, network
administrators can identify the host that consumes high bandwidth and solve any bandwidth problems in a timely
manner to ensure bandwidth usage efficiency.

Session Traffic Analysis
Session traffic analysis checks the trend of session traffic for a specified interface and time range. Session traffic
analysis provides detailed session information the network administrator can use for further fault location.

DSCP Traffic Analysis
DSCP traffic analysis checks the DSCP traffic trend for a specified interface and time range, ensuring proper QoS
bandwidth planning and the quality of key services.

Group Traffic Analysis

Group traffic analysis displays the DSCP group, interface group, application group, and IP group traffic statistics on
specified interfaces within a specific time range. Network administrators can conveniently analyze specific traffic as
required to satisfy special maintenance requirements.

Threshold Value Alarm

eSight Network allows administrators to set traffic threshold values for applications and hosts. When the number of
times that the monitored value exceeds the threshold values within a specified time reaches the preset value, eSight
Network sends alarm notifications through email.

Customized Traffic Report
eSight Network Traffic Analyzer can customize reports by specifying filtering rules, report type, and report layout

configuration. Traffic reports provide references for further network planning.
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General Filter Layout Schedule Abstract
Abstract
Name: core_nanjing

Report Category: Default

nanjing output core line

Description:
Interface: 59300-152 G!gab!tEthernet?fO.f’ZO
59300-152 GigabitEthernet7,/0/18
AR167 GigabitEthernetD/0/1
Filter:
Summary Type: Application Summary, Conversation Summary, DSCP Summary, Interface Summary, Host Summary
Layout: Application Summary - Table

Conversation Summary - Table
DSCP Summary - Table
Interface Summary - Table
Hast Summary - Table

Time Range: Last 1 Week(s)

Previous Save Save and Execute Cancel

Original Data Stream Facilitates Fault Location

NTA can extract an original data stream based on a specified time range and filtering rules for further analysis and
fault location. Original traffic information includes the router, source, and destination address, application, source and
destination port, protocol, TCP flag, next hop, inbound and outbound interface, and DSCP, traffic, and data packets.
Users can create traffic investigation tasks for suspected abnormal traffic on the NTA page to extract original data
stream information about the current traffic.

<), Task BasicInformation

GigabitEthemet0/0/1(AR167)_20140505043038 From 2014-05-050340:00  To 2014-05-05 04:30:00

Name: Time

Description Data Save

Fiter: Inbound or Outbound Interface Equal to GigabitEthernet0,0/1(AR167)

Modify Run

\l, Task Execution Results B Export Data
Time Router Address Inbound Inter... Outbound Int... Source Address Source . Destination Ad~ Destinatio.. TCPFlag  Next Hop. Protocol Application  DSCP Traffic (bytes)  Data Pack
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10135.201 652 1013960189 33584 Aee 192.168.1.1 tcp tp-app TOSE  L09KB 50
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10135.201 668 1013960181 33584 Aee 192.168.1.1 tcp tp-app TOSE  L14KB 50
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10135201 509 1013958253 33584 Aee 192.168.1.1 tcp tp-app TOSE  L01KB 34
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 602 1013961175 33584 Ae- 192.168.1.1 tcp tp-app Toss 5028 16
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 513 1013958252 33584 Ae- 192.168.1.1 tcp tp-app TOSE  L11KB 27
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 647 1013958170 33584 Ae- 192.168.1.1 tcp tp-app ToSs 5258 18
2014-05-05 02:38:19 101375946 WAN Minipo.. WAN Minipo.. 10135201 657 1013961145 33584 A 192.168.1.1 tcp tp-app ToSE  L17KB a7
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10135.201 631 10.139.60.19 33584 Aee 192.168.1.1 tcp ipp Toss 9998 58
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10135201 593 1013960140 33584 Aee 192.168.1.1 tcp top-app TOSE  L46KB 20
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 656 1013960172 33584 Ae- 192.168.1.1 tcp tp-app TOSE  L09KB 31
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 667 10.139.59.58 33584 Ae- 192.168.1.1 tcp tp-app Toss 588 51
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 679 10.139.58.71 33584 Ae- 192.168.1.1 tcp tp-app TOSE 112K 59
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 607 10.139.584 33584 Ae- 192.168.1.1 tcp tp-app TOSE  L03K8 19
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10135201 676 1013958106 33584 A 192.1681.1 tcp tp-app TOSE  123KB 57
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10135201 675 10.139.60.94 33584 Aee 192.168.1.1 tcp tp-app Toss 9738 19
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10135201 675 10.13958.32 33584 Aee 192.168.1.1 tcp tp-app Toss 8028 50
2014-05-05 02:38:20 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 637 10.139.58.74 33584 Ae- 192.168.1.1 tcp tp-app TOSE  126KB 17
2014-05-05 02:38:21 101375946 WAN Minipo.. WAN Minipo.. 10.135.201 605 10.139.58.28 33584 Ae- 192.168.1.1 tcp tp-app TOSE  L09KB 55
2014-05-05 0238:21 101375946 WAN Minipo.. WAN Minipo.. 10135201 621 10.139.59.75 33584 A 192.168.1.1 tcp tp-app ToSs 9668 a7
2014-05-05 02:38:21 101375946 WAN Minipo.. WAN Minipo.. 10135.201 674 1013960108 33584 Aee 192.168.1.1 tcp ccap ToSE  L27K8 a7

Operating Environment

eSight Network Traffic Analyzer can be deployed on the same server as eSight Network Management Platform standard
or professional edition, or on a different one. When they are configured on one server, they can manage no more than 10
NEs, and the configuration requirements are the same as those of the platform. When they are configured on different
servers, configuration requirements are as follows:
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Operating System ‘ Configuration Requirement

CPU: 2 x hexa-core 2 GHz or higher

Memory: 32 GB or higher

Disk space: 600 GB or higher

Database: Microsoft SQL Server 2012 standard, Oracle Database
Standard Edition 11g R2

L] NoTE

PC servers are recommended.

Windows Server 2012 R2 standard (64
bits), Novell SUSE Linux Enterprise Server
12.0SP2

Determine the hardware specifications based on the network scale.

When eSight Network Traffic Analyzer and eSight Network Management Platform are deployed on different servers,
eSight Network Traffic Analyzer can be deployed on a VM when the number of nodes is less than 100. VM resource
requirements are as follows:

Operating System ‘ Resources Required by aVM
VMWare ESXI 5.0/5.5, FusionSphere V1R5,Hyper-V

CPU: 16 vCPU 2 GHz or higher
Memory: 32 GB or higher

Windows Server 2012 R2 standard (64 Disk space: 600 GB or higher
bits), Novell SUSE Linux Enterprise Server | Database: Microsoft SQL Server 2012 standard, Oracle Database
12.0 SP2 Standard Edition 11g R2

1] noTE

PC servers are recommended.
Determine the hardware specifications based on the network scale.

Deployment Scenarios

4 )

e T Branch 1 j

_ eSight network traffic system )

eSight Network Traffic Analyzer enables NetStream on an enterprise's WAN-link device interfaces to send traffic
information to the eSight Network Traffic Analyzer. eSight Network NTA provides the following functions in this scenario:
« Analyzes the current WAN link traffic composition.

+ Helps recognize abnormal traffic and junk applications.

« Quickly locates the IP address of the terminal generating abnormal traffic.

Optimizes link application traffic distribution.

Improves WAN link usage.
+ Recognizes DSCP bandwidth distribution on the enterprise branch egress.
« Adjusts service priority policies.

Periodically generates a link interface traffic report.
« Detects network application traffic increase.

Facilitates advance network planning and expansion.
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Ordering Information

ltem ‘ Quantity ‘ Remarks
eSight Network Management Platform-
Standard Or 1 Mandatory for eSight Network Management
eSight Network Management Platform- Platform
Professional
eSight Network Device Manager(includes 60 ) )

i _ 1 Mandatory for eSight Network Device Manager
devices license)
eSight Network Traffic Analyzer 1 Mandatory for eSight Network Traffic Analyzer
eSight Network NTA License-Incremental 1 ) ) ) )

i ) Optional One license manages one incremental device.
Device License
eSight Network NTA License-Incremental 2 ) ) ) )

i ) Optional One license manages two incremental devices.
Devices license
eSight Network NTA License-Incremental 5 ) ) o )

i ) Optional One license manages five incremental devices.
Devices license
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eSight Network WLAN
Manager

Product Overview

With network development, Wireless Fidelity (Wi-Fi), a low-cost and highly efficient network deployment and
maintenance mode, has been widely recognized by customers. However, Wi-Fi's high requirements on the environment
and distributed deployment of a large number of ACs and APs on WLAN networks make maintenance costly and
difficult; therefore, an easy-to-use and efficient WLAN management system is the key to ensure enterprise E2E
operations.

Huawei eSight Network WLAN Manager integrates the management of wired and wireless networks, supporting full
lifecycle WLAN management, including visible planning (highly-efficient WLAN planning with professional tools), fast
service provisioning in three steps, active O&M, all-round quality awareness regionally or globally. It provides search-
centric E2E one-click fault diagnosis, interference source locating, and spectrum analysis to implement highly efficient
troubleshooting. It also provides position-based terminal location, behavior analysis, and northbound interfaces to
achieve mutual benefits from the wireless network.

Features

Unified Wired and Wireless Management

In eSight Network physical topology, users can monitor switches, routers, and security, IT, H3C, Aruba, and Cisco devices
in a unified manner. Through centralized management of wired and wireless devices, such as ACs, Power over Ethernet
(PoE) switches, and Fat APs, users can directly view device connections, status, and alarms on the entire network.

Visible Network Planning, File Generating Through the WLAN Planner
Provides the network planning tool to import location pictures including the regional background pictures, scale, obstacles,
Bluetooth Beacon, and pre-deployed APs to the WLAN topology.

Deploying Services on Wireless Devices in Batches, Improving Management Efficiency
Quickly provisions services in three steps using AP group-based matrix. This function provides profile-based configuration for
WLAN devices of V2R6 and later versions.
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+ After ACs and X7 series switches are automatically discovered and added to eSight Network, users can use
configuration profiles to complete basic configurations for the ACs and X7 series switches. The configurations include
VLANIF interfaces, address pools for establishment of service channels and management channels, and channel

configuration for interface groups.

X . : Eined m 1
SEWLAN Configuration Device of Configuration VLANIF And Address Pool Configure(HUAWED)
+ Add X Delete ol + Create VLANIF~ X Delete
© Base Configuration g T A Orcato VLANID VLANIF mz;‘j:'“s Focl Relay IP Address Operator
VLANIF & Address Pool e 10157280287 = X T 7 [es812 1| 255255.255.0 Close 7 X
Channel Conflguration 206605-120 10137200120 & X e 4 ' Close £ x
s12712-24011 1043720011 @ X = s / Close X
Global AC Configuration - ;
2 $9706-240117 10137200117 [ X 3 4 / Close £ x
AP Configuration S7706-PEL 1013759195 @ X Z £ l Close s X
ACSPUzhs10 1013750163 @ X i s / Close 7%
AC6605.95 1013724095 @ X i s / Close 7 X
s 015 @ X 4002 # [ 10137240247 || 255.255.2540 Close 7 X
ST712-9E2 10137208 @ X 10+ | Total records:3
§57-CE1 10.137.240245 [ X
o Apply
Total records:10 L Jn
& Sight Home  Monitor  Resource  Business  Configuration  Reports  System  Quickstart 3 Qo
S28WLAN Config... =) Deploy UnDeploy
Parameter
@ Base Configuration Allow Pass Vian @ Default Van(PVID) ) Operation
Interface Group %+
VLANIF & Addres... -
7 101 J none
£, interfacegroupl X
Eingel Confi Undeployed Undeployed
; i 2 100 Q22
Global AC Configur... i interfacegroup x
Undeployed Undeployed
AP Configuration
+ Global AC configuration: Users can set global parameters for the ACs.
S Sight Home  Monitor Resource  Business  Configuration  Reports  System  Quickstart 3 Qo
ERWLAN Config... . Deploy B4 UnDeploy
Parameter
@ Base Configuration AP Authentication Mode @ AC Source Address (@) AP Collect time ) Operation
AC 4
VLANIF & Addres.. = — .
= MAC-mode ) Vlanifs00 D 5
B, Ac6605_42 X
et cenaane Undeployed Undeployed Undeployed

Global AC Configur..

AP Configuration

 Service configuration: eSight Network provides pre-defined profiles based on the AP group to quickly provision
WLAN services, improving configuration efficiency. eSight Network displays the relationships between AP groups and
profiles in the matrix. AP group profiles apply to multiple ACs.

[S Sight Home  Monitor Resource Business  Configuration  Reports ~ System  Quickstart 27 O @5 o @0 Q0 dmnB | O &2
- “ More
28WLAN Config... AP Group AP Specific Profile Management i

4 Template:default
7 AP Group: default "
® Base Configuration Name: — Description
& VAP Profile
e 5§ Radio Management Country Code: China
Channel Configur.. AuliRaess et R | 2.4GHz DCA Channel Set
5 2.4G Radio Profile[default]
Global AC Configur... & 56 Radio Profile[default] Channel Set: 1 2 3 4 % 6 > 4 8 9 10 1 12 13
= oA
AP Configuration B8 Mesh l, 5GHz DCA Channel Set
B wos
B8 Wis Band Width: 20Mhz
BB WLAN Location Channel Set: 36 40 a4 48 52 56 60 64

Apply

(To ensure tuning results, we recommend at least three options)
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« Various VAP and radio profiles are preset and can be used repeatedly to improve the configuration efficiency.
Parameters in the profiles are set based on administrators' experience, facilitating similar configurations by other
administrators.

« M
52WLAN Config... AP Group AP Specific Profile Management o
ol « ofil - default
o
SSID Profile
VLANIF & Addres... = g .
5 Securiy Profile » Service Mode: (_m « VAP Type: @ Sevice
Channel Configur... &8 Traffic Profile ) AP-Management
5 SAC Profile » Service VLAN Type: ® vian « Service VLAN ID:
Global AC Configur... &5 staBlacklist Profile ) VLAN POOL
) &8 Sta Whitelist Profile + Forward Mode: @® Direct-forward MDNS Tunnel Forward: | G
AP Configuration 5 Authentication Profile © Tumndd

e e Sta Access Mode: @ Disable

ofy AP

ot " Blacklist

&1 Mesh ) Whitelist

B wos

; Wbe Band Steer Enable: [ o )

B3 WLAN Location Home Agent: O ac @ ap VLAN Mobility Group ID:
Layer 3 roam: [ o ]
ARP Anti-attack Check (CD) D 1P Binding Check: CD) D
User-bind Enable:
1P learning: [ o~ ] Strict IP learning: CO!
ND Trust Port: C) DHCP Trust Port: (orE) )
DHCP option insert enable: I DHCP option format: @ Ap-MAC

' AP-MAC-SSID

Various Topology Views Show Wireless Network Status in Different Dimensions

Location topology: WLAN Manager can deploy APs and Beacon to different areas in the physical topology and display
hotspots to help maintenance personnel discover radio signal coverage holes and channel collision areas. It supports
locating users, unauthorized devices, and interference sources, and displays historical track and Beacon information.
Administrators can determine whether to display or hide users of a specified area, rogue APs, unauthorized users, and
interference sources.

@ AC_10137240 119(10-1B-54.
(&) HC_10.137.59 219(08-19-6-
(@ AC 10.197.50.221(08-10- 46
(@) AC_10.137.59. 225(08-10- A6
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- Frequency spectrum analysis: Users can obtain the channel quality and interference source information from
spectrograms, which contain real-time, in-depth, channel quality, and channel quality trend grams, and device duty

cycle.
[Index Configure] 246 56
</ Real Time FFT +l; Swept Spectrogram
dbm -200
0
-180
-160
|l -0

-120

-100

Time / 5

2 . . -~ cht h chil
Frequency [ Mhz
-120dbm -B0dbm -40dbm 0dbm

Comprehensive monitoring: all-round quality awareness regionally or globally
Region monitor makes user experience visible. eSight Network cleans original performance data by region, and
dynamically cleans data by the levels of monitored indicators to generate proportion tables.

S Sight Home  Monitor Resource Business Configuration ~ Reports  System  quickstart 6 00 Q4 00 @0 @2 |admin B O | &2 i

2, e

o s u
2 Monitoring Setting X
—User Experience Counters
Indicator Threshold Percentage Threshald (5)
Wb Voica Vi
E]
0 10 E) 100 150
El
0 El ) a0 a0 10
El
0 2 s 3 10 100
Indicator Threshold Percentage Threshald (5)
&0 ¥
E &5 50 =0 s =
) &
. 0 10 = E s
Radio
[V] Channel Vsage ) &
0 Ey w &0 a0 10
O siga El
a0 e E o0 o
a
[ Hamber of Users: El
0 10 15 E o
] 56 Usage ) &
0 w E) o a0 10
V] OV Ussge ) &
0 Y 50 o @0 10
(] Memory Usage ) &
0 El s0 o a0 10
OK | | Cancel | | Restore Default
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eSight Network integrates region-based user experience data to provide wireless signal coverage and interference
distribution information by floor, helping IT personnel identify coverage holes and obtain interference information. In
this way, Top 3% to Top 22% of WLAN problems can be quickly solved.

E Sichi] Home Monitor Resource Business Configuration Reports  System  quickstart 46 00 ©s 00 @0 @2 wmin B O &2 i

:

0 w» ek e e ws e v uw we nw ws vm vs w6 ne ne ws we e um we we i

cFRQAEOECER &® R B

Signal Strength <= -65dBm ~

The region monitor function provides a list of abnormal indicators to display abnormal indicators from various
dimensions and provide troubleshooting suggestions, allowing users to view the trend of abnormal indicators.

Area Shenzhen-A1: Statistics on APs with 5G Ratio

i ol NGmbero) 5G Usage Smaller than 50% 5G Usage Greater than 50%
fe=gen fAPs Number of APs ~ Percentage ~ Number of APs ~ Percentage ~
a1 206 7 . 8% 820 —————
ALZF 302 76 O 25% 226 .
AL3F 303 2 O 14% 261 —

Area A1-2F: Top N AC - Statistics on APs with 5G Ratio

. X Total Number o 5G Usage Smaller than 50% 5G Usage Greater than 50%
ame =z £ APs Number of APs ~ Percentage ~ Number of APs ~ Percentage ~
aci2 ALIF 51 o D ———— 61 EE——
aci3 ALIF 52 17 S % 45 —
Aci4 ALIF & 5 D 8 ———
AC15 ALIF 64 16 S 25% 48 e
AC ACL: 5G User Ratio Distribution
100
i ‘
75 ?
.
50 . b4 .

01 3 s 7 o 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63 65 67 69 71 73 75 77
AP

Meaning: Display the percentages of 2.4G and 5G access users of an AP.

Possible impact: Generally, the 5G frequency band has little interference, fine user experience, and high user access percentage.
However, terminal users support 2.4G only.

Suggestion: Check the percentage of terminals that support 5G when the 5G access percentage is low.

If only few terminals support 5G, low 5G access percentage is normal. Check whether the 5G-prior access function is enabled on the AP.
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For a non-bottom-layer region, you can set a GIS map as the subnet background. In addition, you can zoom in or out the
map, move the map, and set locations on the map.

Set Background for Subnet x

Set Baclkground Images ] Sat GIS Map |

Map Type: @ OpenStreatMap O BingMap

#Center Location:

Zoom Lewel: [ Country/Region | - ]

Grid Transparency: % 100% |:| Apply transparency to all subnet.

I Apply Backzround Remowe Background | Cancel |

Home  Monitor Resource  Business  Configuration  Reports  System  Quickstart

“ cCuExXREH

A My Favorites

—
# B3
= Region Topology ()

&5 NanJing (0]

Rpaosnce

Modi £y Region i
Copy Region

Ensble Locating =

Dizable Toratiog

Set Ieon »

Set Geographie Location | Edit Geographic Locatien

Delete Select Foint On Map ‘
) - —r
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Wireless Network Security Detection

The Wireless Intrusion Detection System (WIDS) monitors intrusion devices and non-Wi-Fi interferences and provides

frequency spectrum analysis features.

« WIDS management: The WIDS manages wireless network interferences in different categories. Interferences are
classified based on user customized rules. Upon detecting an interference, the WIDS chooses whether to generate an
alarm based on user alarm configurations. The WIDS can also take countermeasures for unauthorized devices.

Home Monitor Resource  Business  Configuration  Report  System  Quickstart 4500 0s 01 00 @0 smin B O &2 7

BiRegion Topologyﬁ«‘ | & Countormeasure

D
;

Last Detect Time ~
57-01-15-08-01-42 e bridge 2012.06-27 034707
87-01-15-08-01-44 . 2012.06-27 014707
57-01-15-08-01-45 2012.06-27 034707
87-01-15-08-01-45 e bridge 2012.06-27 014707
57-01-15-08-01-48 . 2012.06-27 034707
87-01-15-08-01-49 2012.06-27 014707
57-01-15.08-01-48 e bridge 2012.06.27 034707
87-01-15-0-01-4C e 2012.06-27 034707
57-01-15.08-01-4D . 2012.06-27 014707

B7-01-15-08-01-52 e bridge 2012-06-27 01:47:07

Rogue Devi B7-01-15-08-01-54 . 2012.06-27 01:47:07

B7-01-15-08-01-55 e 2012-06-27 01:47:07

ez B7-01-15-0B-01-56 se bridge 2012-06-27 01:47:07

B7-01-15-08-01-58 e 2012-06-27 01:47:07

oo OO ofoy O 0Oy O o 0oy O

Attack
87-01-15-08-01-50 e 2012.06-27 01:47:07

Tout ot [ < Q0[5

Interferer

Energy Saving Policy

Search-based One-Click Fault Diagnosis, Quickly Locating Faults

+ Quick network fault locating: Diagnose network quality from four aspects, including user, SSID, AP, and AC. List
possible problems and give corresponding solutions to help troubleshooting. (Note: This function applies to WLAN
V2R6 and earlier versions only.)

- After a user reports a fault, eSight Network quickly locates the user from a large number of users to start E2E one-
click fault diagnosis.

Input user information

.mdﬁnmmiimmcrlhﬂunhm

[ ]
]

‘ be - bed48632a5c0 BC-44-86-32-A5-C0 ac92 Nanjing » Nd=N4-4F
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In addition to fault diagnosis functions as well as Syslogs and performance data, eSight Network provides diagnosis
tools to help network administrators troubleshoot wireless network O&M problems, such as end user login failures,
frequent logout, and poor signal. (This function applies to WLAN devices running V200R006 and later versions.)

'WLAN Fault Diagnose [ c8aa21395dff ]

KPI
Connect Info
RSSI

Client SSID AP AC Server
Lo — (o) — ¢amp — & — = — gl
cBaaz1395dH wzh apl zhst-timl =D
™ ™ 10.137.58.23 60
-80

Diagnose Result _100 Time:2015-04-25 12:10

Value-136
-120

@ Temimal Check a0
12:31 17:19 22:07 02:55 07:43

FaultCause: R
O RSSI[ Current : -135.0 Maximum : -135.0 Average : -135.55 ]
2015-4-24 22:07:55 ucMaxSs:1 The STA supports only a small number of spatial flows. ucPsTimerper:77 The STA enters the dormancy state
when the AP sends traffic to it. e ana
FaultSuggestion:
- Z o 5 = . a n kbps
Check the network quality or reassociate the STA with the network. If this fault persists, contact Huawei technical support personnel. B 50

40
30
20
10

@ Radio Check

° S

(o) GO CrEe 1231 17:19 2207 0255 0743 1231
O Ssend Rate [ Current : 0.0 Maximum : 0.0 Average .

@ AC Check O Recieve Rate [ Current : 0.0 Maximum : 0.0 Average :..

FaultCause:

The memeory usage is growing too fast. 5

WEEEREO g Access History
FaultSuggestion:
Collect the information and contact the HUAWEI engineer. B ez T (S Gl [=rlt  Bafs

No records found.

& Connection Check
@ AAA Check

& DHCP Check

WLAN Location

 User Location with High Precision and Low Delay

Based on the three-point location and fingerprint location algorithms which are widely used in the industry, eSight
Network innovatively offers the patented PAIRS location algorithm which greatly reduces the impact of the transmit
power difference on the location precision. eSight Network also provides the fingerprint collection tool to import signal
strength eigenvalues measured at fingerprint points to eSight Network, so that more precise location results can be
obtained. Additionally, the location update interval can be customized based on requirements in different scenarios. A
large number of tests verify that the terminal location precision can reach 3 to 5 meters and the location delay can
reach 3 seconds in an ideal situation.

The Bluetooth location SDK provides the high-precision location terminal location solution, allowing third parties to carry
out secondary development and implement applications of high-precision location, such as indoor navigation and car
navigation. eSight Network can monitor the Beacon status on the entire network through interconnection with the AP
with built-in Bluetooth module. It is verified that Bluetooth supports 1 m high-precision location and the delay is within
1s.

In addition, eSight Network supports Bluetooth tag-based location with the accuracy of 3 m to 5 m. eSight can play
historical tracks of Bluetooth tags with a preset or user-defined time range.

» Real-time Customer Distribution
WLAN location can be used to obtain location information about all users in a Wi-Fi coverage area. Based on the
location information, eSight Network can intuitively present the distribution of people, that is, the heat map.
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» Open Interfaces Provided to Construct a Win-Win Ecosystem with Third Parties

Huawei sticks to the integration strategy and provides open interfaces for integration. eSight Network can send user
location information, including subscription to notifications of customer entry or leaving, to third-party systems, so that
precision marketing can be implemented for target customer groups. Different advertisements and coupon information
are pushed to users in different areas. This brings benefits for users, enhances their shopping experience, and improves
the efficiency of targeted marketing methods. Based on user location information, Huawei partners can develop apps
with business values, such as store navigation and car seeking.

Quick Service Adjustment, Covering Hotspots and Optimizing Radio Frequency
If a coverage hole exists on the network, users can use eSight Network WLAN Manager to quickly deploy services on
new APs to cover hotspots.
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When a carrier's APs or private APs occupy the planned channels and interfere with APs on the live network, users can
use eSight Network WLAN Manager to quickly change the channel if negotiation is unavailable.
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31 WLAN Manageme «  « Name: 2yint
RF Type: 302112n
ey Fate Mode:
Configuration Wizard B
Channel Mode: ~~ Automatic
() Resource Management Power Mode: Automatic

AC oK Cancel

AP

Quick AP Fault Diagnosis

eSight Network can restart, replace, and restore APs to factory settings in a batch.

+ During WLAN network debugging or when APs are faulty, users can remotely restore APs to factory settings in a batch.
+ During WLAN network debugging or when APs are upgraded, users can remotely restart APs in a batch.

- Ifan AP s faulty, users can quickly replace the AP in eSight Network. The replacement does not affect AP configurations.

) Details
Restart

Fault Diagnosis
Restore Factory Setbings
Replaca AP

g | E+ Delete ¥
bi 1P: - \
[}

Fur] I
=]

o] ]

Multi-dimensional Energy-saving Management

» Energy-saving policies based on locations are defined to disable wireless signals by radio, SSID, or AP to implement
energy-saving management.

- Energy-saving policies are executed immediately or periodically.

Resource Statistics Meeting 0&M Requirements
» Entire-network resource statistics: An online user line chart shows the top five accessed fit APs and SSIDs, top five
device alarms, and physical resource statistics on the entire network.

AC statistics: A line chart shows statistics about online users collected by the AC, including AP and domain
information and the top five AC alarms.

AP statistics: Shows the top five AP alarms and performance counters (including the number of terminals connected
to APs, AP physical attributes and traffic, and radio traffic).

« SSID statistics: Shows the number of APs, number of VAPs, and number of terminals connected to APs.

» Region and location statistics: Displays the total number of APs, number of online APs, and number of online STAs by
region and location.
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Operating Environment

eSight Network WLAN RTLS can be deployed on the same server as eSight Network Management Platform standard or

professional edition, or on a different one. When they are configured on one server, they can manage no more than 500

APs of standard edition or 1000 APs of professional edition, and the configuration requirements are the same as those

of the platform. When they are configured on different servers, configuration requirements are as follows:

Managed Nodes

Operating System

Server Configuration Requirement

Virtual machine Configuration

Requirement

WLAN RTLS AP
numbers:
0-2000
Terminal
numbers: 24000

WLAN RTLS AP
numbers: 2000~
5000

Terminal
numbers: 64000

Windows Server
2012 R2 standard
(64 bits), Novell
SUSE Linux
Enterprise Server
12.0 SP2

CPU: 2 x hexa-core 2GHz or higher
Memory: 32 GB or higher

Disk space: 600 GB or higher
Database: Microsoft SQL Server 2012
standard, Oracle Database Standard
Edition 11g R2

(M note

PC servers are recommended.
Determine the hardware specifications
based on the network scale.

VMWare-ESX| 5.0/5.5.
FusionSphere VIR5. Hyper-V

CPU: 16vCPU 2GHz or higher
Memory: 32 GB or higher

Disk space: 600 GB or higher
Database: Microsoft SQL Server 2012
standard, Oracle Database Standard
Edition 11g R2

O noTE

Determine the hardware
specifications based on the network
scale.

CPU: 4xocta-core 2GHz or higher
Memory: 64GB or higher

Disk space: 600GB or higher

Database: Microsoft SQL Server 2012
standard, Oracle Database Standard
Edition 11g R2

(D noTe

Determine the hardware specifications
based on the network scale.

VMWare-ESX| 5.0/5.5.
FusionSphere VIR5. Hyper-V
CPU:32vCPU 2GHz or higher
Memory: 64GB or higher

Disk space: 600GB or higher
Database: Microsoft SQL Server 2012
standard, Oracle Database Standard
Edition 11g R2

[0 noTe

Determine the hardware
specifications based on the network
scale.

Deployment Scenarios
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Ordering Information

ltem Quantity Remarks
eSight Network Management Platform-
Standard Or 1 Mandatory for eSight Network Management
eSight Network Management Platform- Platform
Professional
eSight Network Device Manager(includes 60 ) )
i _ 1 Mandatory for eSight Network Device Manager
devices license)
eSight Network WLAN Manager (includes 5 APs) | 1 Mandatory
eSight Network WLAN License-Incremental 5 ) ) )
) Optional One license manages 5 incremental APs
AP Licenses
eSight Network WLAN License-Incremental 50 ) ] )
) Optional One license manages 50 incremental APs.
AP Licenses
eSight Network WLAN License-Incremental 100 ) ) )
i Optional One license manages 100 incremental APs.
AP Licenses
eSight Network WLAN License-Incremental 200 ) ) )
) Optional One license manages 200 incremental APs.
AP Licenses
eSight Network WLAN License-Incremental 500 ) ) )
) Optional One license manages 500 incremental APs.
AP Licenses
eSight Network WLAN License-Incremental ) ) )
: Optional One license manages 1,000 incremental APs.
1,000 AP Licenses
eSight Network WLAN License-Incremental ) ] )
) Optional One license manages 2,000 incremental APs.
2,000 AP Licenses
eSight Network WLAN License-Incremental ) ) ]
) Optional One license manages 5,000 incremental APs.
5,000 AP Licenses
eSight Network WLAN Real-Time Location Optional WLAN location function for interference
iona
System (RTLS) P sources, rogue devices, and terminals
eSight Network WLAN RTLS-5AP Optional One license manages 5 incremental RTLS APs.
eSight Network WLAN RTLS-25AP Optional One license manages 25 incremental RTLS APs.
eSight Network WLAN RTLS-50AP Optional One license manages 50 incremental RTLS APs.
) ) One license manages 100 incremental RTLS
eSight Network WLAN RTLS-100AP Optional AP
s.
) i One license manages 500 incremental RTLS
eSight Network WLAN RTLS-500AP Optional AP
s.
: ) One license manages 1000 incremental RTLS
eSight Network WLAN RTLS-1000AP Optional AP
s.
) ) To use the WLAN location function, the eSight
eSight Network WLAN RTLS API Optional ) )
Network Open SDK component is required.
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. eSight Mobile Manager .

Product Overview

The rapid development of the Internet and wide application of Wi-Fi networks in various sectors, such as the
government, enterprise, finance, and education, increase O&M workloads and difficulties. Network O&M personnel
have to deal with an increasing number of network issues to ensure that customers can make the most of the
convenience of Wi-Fi networks.

The O&M personnel can only rectify network faults after receiving user reports and may fail to accurately locate faults.
In addition, troubleshooting is considerably complex and time-consuming. They urgently need a solution that can
simplify O&M, improve user satisfaction, and also guarantee enterprises' benefits.

Huawei eSight Mobile is an application that can be installed on mobile terminals. Providing multiple core features,
eSight Mobile allows operations and maintenance (O&M) personnel to manage Wi-Fi networks anywhere, anytime,
simplifying network management and control. As an extension to Huawei's PC-based network management software
eSight Network, eSight Mobile supports lightweight installation and more widespread applications, enabling
enterprises to perform O&M with minimum costs while yielding higher efficiency.

Features

360-degree WLAN Monitoring
eSight Mobile displays monitored key counters and provides optimization suggestions.

e/user IP/MAC QK
A

Recei... ¥ First exception Filter Numbe... < First exception Filter Perce... v First exception Filter

All Users (7) All APs (3) AllACs (1)

[188329b15b474 [ 04bd-70f5-ceed \< AC6605 !<

88-32-9B-15-B4-74  192.168.1.246 B-202 /

4} Receive rate 0.5Kbps ; Mumber of access users ; Percentage of APs with number of users >30 No data

2 Signal strength _51dBm @) Percentage of APs with association success rate <=70%  No data

A SNR 52008 BR.05% W, Percentage of APs with user offline rate >5% No data

.?‘, Percentage of users with receive rates <=30Kbps 75.00%

w E Percentage of users with packet loss ratio >10% 0.00%

[ 00664b5ea4sf3

00-66-4B-5E-A4-F3  192.168.1.244

4§ Receiverate 0.5Kbps

7 Signal strength 56dBm

M\ SNR 47.0dB i

[148a22d119585 @ e435-c87d-81e0 l

B-202

48-A2-2D-11-95-85  192.168.1.242

44 Receive rate 0.0Kbps




Fault Diagnosis
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eSight Mobile searches the user who reports a fault to quickly locate the fault cause, and checks user logs to determine

whether the problem is solved.

(AR =0 |

< Terminal diagnose

Q Key words: user name/user IP/MAC/SSID

All Users (1079)

& W00215250

MAC 00-08-22-59-5B-0E
IP address: 10.164.78.208
SsiD Huawei-Employee

& W00246359

MAC: 00-61-71-E1-1C-20
IP address: 10.164.73.164
SsiD Huawei-Employee

= 500230452

MAC 00-F4-B9-A1-7C-69
IP address: 10.164.100.136
SsiD Huawei-Employee

= f00216883

MAC: 04-02-1F-24-8E-11
IP address: 10.164.67.191
SsiD Huawei-Employee

£ InN2N71A4

Region Monitor

105 =B R

User details

® 00215250

s

MAC: 00-08-22-59-5B-0E
IP address: 10.164.78.208

AP name: nkg2biaphw07

AC name: nkg41acthw07

Access mode:  802.11n

Access radio:  2.4G

Key counter

@ Receive rate
@ Signal strength
@ s

Important counter

Packet loss ratio
One-click diagnose

11:06 ol = B A

<

Received rate

0. 2xops

Counter details: Indicates the current network rate of use

rs.

Currently threshold: <=30Kbps

Suggestion:  Adjust the AP channel and power, and reduc

e interference (or enable radio calibration) b
ased on surrounding radio coverage. If the si
gnals are weak (lower than -65 dBm), increa
se the number of APs to enhance signal cov
erage.

eSight provides a region monitor app that can be installed on mobile terminals to monitor the WLAN network quality by

region.

+ You can follow a region to monitor user experience information in the region, including the receive rate, association

success ratio, and user offline ratio. You can view detailed information about a region, including user experience

counters in this region and basic information about its lower-layer regions.

3 T .al25%8 14:26

Region Monitor

119
100.00%
0.00% -~ China
66.67%
-~ nanjing
N3
100.00%
0.00% N4
66.67%
shenzhen
No data
0.00%
66.67%
No data

3 70 il 25%8

Region Monitor

] china

M4 Percentage of users with receive rates <10Kbps
@), percentage of APs with association success rate <90%
¥, Percentage of APs with user offiine rate >10%

(€] nanjing

China

M4 Percentage of users with receive rates <10Kbps
@), Percentage of APs with association success rate <90%

¥, Percentage of AP with user offiine rate >10%
China>nanjing

N4 Percentage of users with receive rates <10Kbps
“/ Percentage of APs with association success rate <90%

"4 Percentage of APs with user offline rate >10%

M4 percentage of users with receive rates <10Kbps

14:25

100.00%
0.00%

66.67%

100.00%
0.00%

66.67%

No data
0.00%

66.67%

No data

)

@

2 70 il 25% 8 14:26

Region Detail A

nanjing

User Experience Subordinate Region

Percentage of users with receive rates -
Ry ~

<10Kbps
100.00%

Percentage of users with SNR <35dB (@&

Percentage of users with signal
strength <-70dBm

Percentage of APs with percentage of -
5G users <40% 83.33%

Percentage of users with negotiation
receive rate <36Mbps

Percentage of APs with channel usage
>40%

Signal interference intensity>-90dBm

Percentage of users with packet loss
ratio >5%

Percentage of users with
retransmission rate >40%

802.11b user ratio

Percentage of APs with number of

users >10
Percentage of APs with user offline rate
o D

Percentage of APs with association

v
success rate <90%

44
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iPCA

eSight Mobile releases the iPCA application to provide the iPCA capability on mobile terminals. The application enables
users to create, manage, and view iPCA tasks and perform hop-by-hop network quality measurement on terminals.
iPCA task list and management on terminal

Packet Loss Ratio

Current History

8.00
6.00
4.00
2.00
Time
0121143320 0121143337 0121143346 0121143354
Point-by-Point Fault
Diagnosis
£ — §
— =
E =) )
23% 0%
Camera Shenzhen Shenzhen
aggregatio core
nA 0%
0%

Fault Recovery Suggestion

1. Check whether cameras and switches are properly
connected and whether signal attenuation occurs due to long
cable length.

2. Check whether a port is enabled in the firewall settings of the

switch for uploading videos.
Open SDK, Building a Win-Win Ecosystem
eSight Mobile releases the open SDK to allow enterprises or third parties to develop their own applications based on
service needs, building a win-win ecosystem.

WLAN Evaluation
The WLAN evaluation function can rapidly test the connected wireless networks and score the networks. The function
can also deeply test the networks. You can configure the test items, and view, save, or export inspection records.

WiFi Evaluation In-Depth Detection © ooe
Basic information ®
ssiD HuaweiAP1
BSSID 88-CF-98-05-49-90
Terminal IP address: 192.168.3.252
Terminal MAC address: 64-A5-C3-BA-2A-D9
Access AP: 88cf-9805-4980
Access frequency band: 5G
Key counter @
6 HuaweiAP1 @ snr 71.0d8
© Access user number No data
@\ 192.168.3.252 @), association success rate No data
@ Ping test Normal @ user offline rate No data
@ Web loading test Very pool O 2.4G channel usage 50.00%
© 5G channel usage 0.00%
Check item
() Ping test 6.6ms,0%
(D Web loading test Internet unavailable




Huawei eSight Network Full Product Datasheet | 46

Device Management

You can use your mobile phone to monitor status statistics of wired devices, expand the device list, and filter
information about a specified device. You can tap a specific device to view basic device information, health status, and
key performance indicators (KPIs). You can also perform ping and trace operations on a specific device.

10:40 AM & 08% No SIM ¥ 10:40 AM
Device Management Q Device List
l Name v Ascending Filter ~
® AC6605 (Huawei AC)
Device Count
16 IP Address: 192.168.1.69
Type: AC6605-26-PWR
® AC6605 (Huawei AC)
IP Address: 192.168.1.2
2 0 14 ]
®nNormal | @ Unmanaged Offine @ Unreachable Type: AC6605-26-PWR
AC6606_50 (Huawei AC)
® AC6605 (Huawei AC) IP Address: 192.168.36.50

IP Address: 192.168.1.69 Type: AC6605-20-PWR

Type: AC6605-26-PWR
AC6606_51 (Huawei AC)
® AC6605 (Huawei AC)
IP Address: 192.168.36.51
IP Address: 192.168.1.2
Type: AC6605-20-PWR
Type: AC6605-26-PWR

Huawei A
ACB606_50 (Huawei AC) AC8606.52 (Huawei AC)

IP Address: 192.168.36.52
IP Address: 192.168.36.50 Adcees; 11921052002

Type: AC6605-20-PWR

Tuna: ACGRNOE.2N.DWD.

View all AC6606_53 (Huawei AC)

Operating Environment

1.eSight Mobile Manager is installed on the same server as eSight Network Management Platform standard or
professional edition; therefore, the operating environment configuration requirements are the same.
2.The eSight Mobile app can be installed on the Android 4.2+ and 10S8.0+ system.

Deployment Scenarios

1. Deployment scenarios for eSight Mobile Manager are the same as those for eSight Network WLAN Manager.
2.The mobile phone on which the eSight Mobile app is installed must be able to communicate with the server where
WLAN Manager is installed.

Ordering Information

ltem ‘ Quantity ‘ Remarks

eSight Network Management Platform-
Standard Or Mandatory for eSight Network Management
eSight Network Management Platform- Platform

Professional

eSight Network Device Manager(includes 60 ) )
i , 1 Mandatory for eSight Network Device Manager
devices license)

eSight Mobile can be used for free, you can
eSight Mobile Manager 1 download from the mobile phone application
market or APP Store.
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eSight Network
IPSec VPN Manager

Product Overview

Enterprises use the IPSec VPN network to carry service data, ensuring data security; however, IPSec VPN technology is
complex with multiple configuration parameters and commands, leading to troubleshooting and routine maintenance
difficulties.

The eSight Network IPSec VPN management component automatically discovers IPSec VPN services on a hub-spoke
or site-to-site network to provide all-round monitoring and diagnosis, facilitating troubleshooting and maintenance on
the IPSec VPN network.

Features
Various Statistics Display, Showing IPSec VPN Network Performance Status

IPSec VPN Management Statistic Information k2] TopN IPSec Tunnel Receive Packet Rate o
IPSec Service Numbers: 9 IPSec Service Alarm Numbers: 0
\ Q0% Cr.
022.22% Ac. Oox m-
77.78% In...

0% Mi.
Q0% W
() 100% N..

USG5500-76

Top5 Service Group IPSec Manage Device Numbers: 3
o 287 575 851 115 1857 1725 2012 2

(0 100% U..
(0% Eu.

0% A.
Q0% Sv.
Q0% S0
Q0% Ot

(O 100% Au...
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Automatic Service Discovery, Simplifying User Operation

eSight Network IPSec VPN Manager automatically discovers all or specified IPSec VPN services on a hub-spoke or site-
to-site network. Users can view service alarm status, encrypted service data direction, and packet loss information

on the service topology. Users can also view tunnel information and historical information about tunnel setup to help
locate service faults.

= 4 Root EEELY Y XL
B 128.18.102.79
B2222
> EEEE]

E Eudemonl000E
EH Eudemon1000E-X2
@test

EH UsG55305-253

(&) WLAN

128.18.102.79 |
Eu on1000E-X2

demonl0D0E:GED/O/0 View Al
USG55305-253:GE0/0/04E 1ew Alarms

View Service

= 3 Jonitor Realtime Perft e
Eudemon1000E USG55305-253 Quick Diagnosis

HT)
demon1000E:GEQ/0/2 USG55305-253:GEQ/0/8
I

2223 3333

Quick Diagnosis, Improving Troubleshooting Efficiency

The quick diagnosis function allows users to find detailed causes for service faults, such as failure of activating
services and VPN faults. The following information can be diagnosed: interface status at two ends, whether IPSec
policies are applied to interfaces, whether the policies can initiate IPSec negotiation, IPSec policy integrity, Internet Key
Exchange (IKE) negotiation result, and IPSec negotiation result. Users can export diagnosis results.

(i % cause. After the diagnosis is complete, you can click the Start Diagrosis button to diagnose the current service.

Start Diagnose
By Bxporta

Service Disgnose Item Local Disgnase Result Remote Disgnose Result
©-USG35305-253:GE0/0/0- Eudemon1000E-XZ.GEN//D O success O success
Interface Status (-] . isUp. D The physical layer status is Up, and the protocol layer status is Up.
Apply IPSec Policy to Interface © Appiied @ Applied
Apply Policy That Initiates IPSec Negotistion on Interface © Applied © Applied
1sec Policy Configuration Integeity © configutionntegrity @ Configuration Integiity
IXE Negotiation Result © The tunnel already exists. O The tunnel already exists.
IPSec Nagtistion Recult © The tunnel siesdy exists. D The tunnel sieesdy existe
2 |~ | Totl records: 1 u

Operating Environment

eSight Network IPSec VPN Manager is installed on the same server as eSight Network Management Platform standard
or professional edition; therefore, the operating environment configuration requirements are the same.

Deployment Scenarios

Currently, eSight Network supports two IPSec VPN networking scenarios: site-to-site VPN (point-to-point) and hub-
spoke VPN (point-to-multipoint).
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- Site-to-site VPN
A site-to-site VPN implements communication between LANs; therefore, it is also called LAN-to-LAN VPN or gateway-
to-gateway VPN. Typical networking is shown below:

IPSec Tunnel

PC

eadquarter Branch

Gateway A Gateway B

Server

Server

» Hub-spoke VPN
Hub-spoke VPN implements IPSec VPN communication between an enterprise headquarters and its multiple branches.
Typical networking is shown below:

([ IPSec Tunnel D
i Gateway B

Internet

Gateway A

Gateﬁay C
( IPSec Tunnel 0
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ltem ‘ Quantity ‘ Remarks
eSight Network Management Platform-
Standard Or 1 Mandatory for eSight Network Management
eSight Network Management Platform- Platform
Professional
eSight Network Device Manager(includes 60 ) !
i . 1 Mandatory for eSight Network Device Manager
devices license)
eSight Network IPSec VPN Manager (includes . .
) ) 1 Mandatory. One license manages 60 devices.
60 devices license)
eSight Network IPSec VPN License-Incremental ) ) )
) : Optional One license manages 50 devices.

50 Devices license
eSight Network IPSec VPN License-Incremental ) ) )

) , Optional One license manages 100 devices.
100 Devices license
eSight Network IPSec VPN License-Incremental ) ) )

) ) Optional One license manages 200 devices.
200 Devices license
eSight Network IPSec VPN License-Incremental ) ) )

) _ Optional One license manages 500 devices.
500 Devices license
eSight Network IPSec VPN License-Incremental ) ) )

) ) Optional One license manages 1,000 devices.

1,000 Devices license
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eSight Network
Secure Center

Product Overview

eSight Network Secure Center provides security policy management functions (such as unified configuration and
deployment of security application policies on the entire network) for firewalls, helping users manage multiple security
devices in a unified manner and reducing security O&M costs.

Features

eSight Network Secure Center supports the unified configuration of security application policies.

eSight Network Secure Center centrally manages security application policies on firewalls,. Administrators can manage
security policies from multiple dimensions, such as user, user group, and device. They can create, modify, copy, move, enable,
disable, deploy, lock, unlock, batch import, and batch export security policies and manage policy groups. Secure Center also
supports global configuration of service-based policies and objects to simplify device configuration. In addition, administrative
domains are defined to grant administrators operation rights on different domains, isolating their managed data.

38 Secure Center  « | Poly = || X Delete | Poly Group - O Dissbie || ) Deploy ||} Collopse || More ~ Al -8
G Seq  Name SouceZone  DestinstionZone  Source Address Destinstion Address  Service Action Enable Hits Deploy On Operstion ]
Domaind . o Policy_Groupl [1-3] (Enable) /X @ oz
1 1 @ local @ dmz Tony © Permit @ Ensble O @ Eudemon]000€-. 7 x
Device Management
2 2 Q dmz @ local $any Permit @ Ensble O @ Eudemonl00E-. /£ X
© Policy Management
Security Policy 3 3 @ trust @ focal Fony Permit @ Enable O @ Eudemonl0E-. 4 X
Traffic Policy
© Policy_Group2 (4-6) (Enable] /X ao
INAT Policy
Deployment Task 4 4 @ local @ tust T a0y ©Permit @ Ensble 74 @ Eudemon1000€-. 7 X
® Objects Management
s P dmz @ dmz Sony OPemit @ fnable 0 © Eudemon100E-..
PRy A 6 o fony tony © grp.thbapssp.s- OPermit @ Ensble O © Eudemon1000E-...
Revision
Seving v 7 tzhhdz00p_fwpsOx 15 ¢ any @ dmz © grp.usap jump OPermit @ fnble 0 ®Eudemon100E-. £ X

eSight Network Secure Center supports quick backup and restoration of policies and objects.

eSight Network Secure Center supports manual and automatic backup and restoration of firewall policies and objects.
After planning and deploying policies and objects, administrators can manually back up policies and objects or Secure
Center automatically backs up data periodically. Administrators can also compare backup data to determine the

one used for restoring network configurations. If incorrect data is planned and leads to abnormal service running,
administrators can quickly replace incorrect data on eSight with backup data and deliver the data to devices to ensure
that the network can quickly restore the normal status.
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eSight Network Secure Center supports configuration source tracing for users’ operations, to see the difference

between every operation.

i Secure Center  « Al %
Gierert Docsk Name Category Operation Operation Source Users Dote ~ Comment
reee L] Y a0 Traffic Policy Add Synchronization admin 2017-08-19 10:3409
Current Data
Device Management Name=d10
Enable=true
Outbound interfacel=Eth-Trunkz
@® Policy Management PR e
Traffic profile1=d_max_single_down
e ploy o504
DS Add after=ds
© Monftoringand 08M > # Traffic Policy Add Synchronization adein 2017-08-19 103409
> Traffic Policy Add Synchronization admin 2017-09-19 10:34:09
5
sl > Traffic Policy add Synchronization admin 2017-0919 10:3409
Policy Analysis > Traffic Poliey Add Synchronization adein 20170919 103409
> s Traffic Policy Add Synchronization admin 2017-09-19 10:3409
Config Trace
> a Traffic Poliey Add Synchronizstion adevin 2017-09-19 103409
Deployment Task > @ Traffic Policy Add Synchronization admin 2017-09-19 10:34:09
Setting > & Traffic Policy Add Synchrenization admin 2017-09-19 10:2409
> 4 Traffic Poliey Add Synchronization adein 20170819 10:3409

10 v Toslrecords148 {1 . 9 m 112 .15 > Goto[l0 | b

eSight Network Secure Center supports virtual firewall management.
eSight Network Secure Center automatically detects virtual firewalls and configures security policies on them and can
configure and manage security policies on hundreds of virtual firewalls in a unified manner.

“ Virtual System  Resource Class

USG6300 + Create X Delete B, synchronization 1 Deploy a %

;‘;’ig::zgs.m hoi Deploy Status Resource Class. VAN ID Interface Operate
- © Deployed 7%

® View o pepeaSa .
© Device Config auto_1 © Deployed auto 1 s GigabitEthemetd/0/3 7 x
Web NMS. Stk ol acitees @ Deplored s x

ccTest ® Deployed £ X

Interface Manager o e T

1P Address ac @ Deployed 7

aeL ® Deployed 7 x

Configuration File o e -
Virtual System qed. @ Deployed £ X

NAT Address Pool L... 9620510 ® Deployed GigabitEthemet0/0/4 V"

test 10 ® Deployed s X

® Protocol Parameters waysl ® Deployed GigabitEthemet0/0/7 7 X
© Device VLAN vays2 ® Deployed e
v ® Deployed s %

20 ~ Total records: 15 n

Operating Environment

eSight Network Secure Center is installed on the same server as eSight Network Management Platform standard or
professional edition; therefore, the operating environment configuration requirements are the same.

Deployment Scenarios

Deployment scenarios for eSight Network Security Center are the same as those for eSight Network Management

Platform.



53 | Huawei eSight Network Full Product Datasheet

Ordering Information

ltem

eSight Network Management Platform-
Standard Or
eSight Network Management Platform-
Professional

Quantity

Remarks

Mandatory for eSight Network Management
Platform

eSight Network Device Manager(includes 60
devices license)

Mandatory for eSight Network Device Manager

eSight Network Secure Center (includes 5
devices license)

Mandatory. The eSight Network Secure
Center provides basic functions of security
policy management, including five device
management licenses.

eSight Network Secure Center License- Optional ) o )
) One license manages five incremental devices.
Incremental 5 Devices 01to 600
eSight Network Secure Center License- Optional ) ) )
i One license manages 25 incremental devices.
Incremental 25 Devices 0to 120
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More Information

For more information, visit http:/enterprise.huawei.com/en.

Professional Service and Support

Huawei Professional Services provides expert network design and service optimization tasks, helping customers design
and deploy a reliable, secure, high-performance network, maximizing return on investment and reducing operational

expenses.

Company Addendum

For more information, visit http:/enterprise.huawei.com/en/ or contact your local Huawei office.
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